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Students: \What Are My Options?

What Are My Options?

At the post-secondary level, the right to inspect a student's education records is limited to the
student and governed by the Family Education Rights and Privacy Act of 1974 (FERPA). Records
may be released to a parent or other third party only under the following circumstances:

¢ through the consent of the student established in MyCUInfo
¢ in compliance with a subpoena

¢ by submission of evidence that the parents declare the student as a dependent on their most
recent Federal Income Tax form (IRS Code, Section 152) (Parent Affidavit)

¢ under the alcohol and controlled substance exception or in connection with a health and
safety emergency under the circumstances set forth in § 99.36 (if the student is under 21
years of age)

If you'd like to give a parent or other third party access to view some or all of your FERPA-protected
records at CU Boulder, you'll have to submit one or more authorizations, depending on which data
you're granting access to.

If you'd like to grant an individual or organization access to your educational records, you have two
options: FERPA Consent to Release and CU Guest Access.

FERPA Consent to Release

FERPA Consent to Release allows a parent or authorized third party to contact the university on your
behalf about your educational or financial records.

When establishing access, you authorize university officials to discuss, disclose or release one or
more specific types of education records to that person or organization:

¢ All Education Records — Includes any and all academic, financial and personal information

¢ Academic Record Only — Includes, but is not limited to, GPA, grades, degree progress,
academic standing, academic holds, class schedule, transcript requests, academic advising

¢ Financial Record Only — Includes, but is not limited to, financial aid (limited per Gramm-Leach-
Bliley Act of 1999), account (billing/payments), financial holds, tuition classification, COF

NOTE: Release of student health, housing and/or student conduct information must be requested
through the respective department on campus.


http://www.colorado.edu/registrar/students/records/ferpa
https://www.law.cornell.edu/uscode/text/26/152
http://www.colorado.edu/registrar/node/300/attachment
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CU Guest Access

CU Guest Access is a read-only, online option for guests to view specific aspects of your education
record. You can select components of your record that the guest can view, and you can modify

or revoke access at any time. Guests can’t make any changes to your record or complete any
transactions on your behalf.

NOTE: CU Guest Access does net enable the guest to contact the university with questions
regarding your record. Records can only be discussed with a parent or third party if the student
has filed a FERPA Consent to Release.

A limited number of items are available through CU Guest Access. These include:

¢ Advisor information— May include name and email for assigned advisors based on plan or
program

¢ (Gollege Opportunity Fund (GOF) selections — For Colorado resident undergraduate students who
are COF eligible

¢ (Class schedule—Enrolled, dropped and waitlisted classes by term

¢ Contact information—Includes student home, mail and local addresses, CU Boulder email
addresses and phone numbers

¢ Gourse history—A record of all classes taken, including campus, status and grades

¢ Emergency contact information—All emergency contact information supplied by the student,
including a contact’s relationship, address, phone and email, if available

¢ Enroliment appointments — Enroliment dates for upcoming terms by campus

e Grades—All grades from classes taken at a University of Colorado campus, including credit
hours and GPA

¢ Health insurance selection— Coverage selected or waived by the student and by term

¢ Holds—Current campus-specific holds that may impact registration

¢ Program/plan information—Includes all institutions, careers, programs, majors and degrees
¢ Transfer credit report— Credit received from external institutions and applied at CU

¢ Unofficial transcripts —Includes “All CU Careers” unofficial transcript

Once you submit your guest's credentials, the guest will receive an email listing the record
components you've granted them access to, as well as a link to create their account.
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Using FERPA Gonsent to Release

Set Up an Authorized Individual

Log in to the MyCUInfo portal, then click to expand the Profile and Settings menu on the right side of
the page.

Click Manage Profile and Privacy.

Click FERPA Release.



http://mycuinfo.colorado.edu
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Click Authorize/Edit FERPA CGonsent to Release.

Read the authorization information, then enter the authorized individual's first and last name, and/or
the name of the organization, if applicable.

NOTE: If you are granting consent to an organization (highlighted in blue below), you may skip the
first and last name fields (highlighted in pink). However, if you do provide a name, both the first-
name and last-name fields are required.
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Create a password that the individual or organization must provide when contacting the university
about your FERPA-protected information. The password cannot exceed 15 characters in length.

Check the box next to the category of records you'd like them to have access to, then click Save.

NOTE: Records categories are defined in the authorization information on that webpage.
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A confirmation lets you know the save was successful. Click OK.

Set Up Additional Authorized Individuals
On the main FERPA Gonsent to Release page, click Authorize/Edit FERPA Gonsent to Release.

10
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Scroll down to the FERPA Release Information box of an existing authorized individual, and click Add.

Fill in the new FERPA Release Information box, and click Save. Repeat as necessary.

11
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Modify Access

Log in to MyCUInfo and navigate to the FERPA Gonsent to Release tab (see "Set Up an Authorized

Individual," page 7).

Click Authorize/Edit FERPA Gonsent to Release.

Scroll down to the FERPA Release Information box of the person you want to modify. Make your
changes, then click Save.

12


http://mycuinfo.colorado.edu

Students: FERPA Consent to Release

Remove an Authorized Individual

Log in to MyCUInfo and navigate to the FERPA Gonsent to Release tab (see "Set Up an Authorized
Individual," page 7).

Click Authorize/Edit FERPA Consent to Release.

Scroll down to the FERPA Release Information box of the person you want to remove. Click Delete.

13


http://mycuinfo.colorado.edu

Students: CU Guest Access

A confirmation appears asking whether you really want to delete the record. Click Yes - Delete.

This will lead you back to the previous page. Scroll down to the bottom and click Save.

A confirmation lets you know the save was successful. Click OK.

14
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Frequently Asked Questions

What is FERPA Consent to Release?

Your student record is private and protected by federal legislation. In order for a parent or authorized
third party to have access to a student record or to discuss your records with the university, you
must establish FERPA Consent to Release. When you set up FERPA Consent in MyCUInfo, you'll
include an individual or organization’s name and set a unique password. That way, if the authorized
individual or organization contacts the university about you, you’ve given us permission to release
FERPA-protected information.

How does it work?

Go to MyCUInfo and click on Privacy Settings in the drop-down menu on the right, then click the
FERPA Consent to Release tab. Type your parent or authorized third party’s first and last name, and the
organization's name (if applicable), and set a unique password.

Can | give consent for more than one person?

Yes. You can have an unlimited number of parents or authorized third parties with FERPA consent.

What does someone need in order to be granted consent?

A first and last name and/or organization name, and a unique password set by the student.

How does someone prove they've heen granted FERPA consent?

If they contact the university, they’ll be asked to state their name and/or organization and provide
their password to verify that they have been granted FERPA consent.

What's the difference between this and CU Guest Access?

FERPA Consent to Release allows university representatives to answer questions about specific
aspects of a student's record and discuss the record with individuals other than the student. CU
Guest Access is an online, read-only way for guests to see certain components of a student's
record. It doesn’t allow guests to ask questions about or discuss a student’s record with a university
representative.

What if my question isn't answered here?

Visit our FERPA Consent to Release FAQs webpage for additional questions and answers.

15


http://mycuinfo.colorado.edu
http://www.colorado.edu/registrar/students/records/privacy/consent/faq
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Using GU Guest Access

Greate a Guest Account

Log in to the MyCUInfo portal, then click to expand the Profile and Settings menu on the right side of
the page.

Click Manage Profile and Privacy.

Click GU Guest Access.

16


http://mycuinfo.colorado.edu
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Click Authorize CU Guest Access.

Read the terms and conditions, then click |1 Accept.

17
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On the Details screen, enter your guest's name and email address.

In the Access to Delegate section, click the checkbox next to each type of information you'd like your
guest to access, then click Save.

18
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A message appears letting you know the guest will receive an email telling them they've been
granted access to view your specified records. Click Ok.

A confirmation lets you know the save was successful. Click OK.

19



Students: CU Guest Access

Now the GU Guest Access — Summary page includes your guest's authorization summary.

20
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You'll also receive an email confirmation.

Resend a Guest's Email Notification

If your guest lost the email with their security key, you can send it again up to 30 days later.

Note: If it's been more than 30 days since you created the guest account, do not resend the
email; the security key has expired. You will need to delete the guest account and recreate it.

Log in to MyCUInfo and navigate to the Guest Access tab (see "Create a Guest Account," page 16).

Find the guest's name, then click Edit.

21
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Students: CU Guest Access

Click Resend Email Notification.

A message appears letting you know the last email notification will be resent to same the email
address. Click Ok.

Modify a Guest's Access

Log in to MyCUInfo and navigate to the Guest Access tab (see "Create a Guest Account," page 16).

Find the guest's name, then click Edit.

22


http://mycuinfo.colorado.edu

Students: CU Guest Access

On the Details screen, click the checkbox next to each type of information you'd like your guest to
gain or lose access to, then click Save.

If you unchecked a box that was previously checked, a message appears asking whether you want
to revoke access to that information. If so, click Ok.

23
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A message appears letting you know the guest will receive an email telling them their guest access
has been modified. Click Ok.

A confirmation lets you know the save was successful. Click OK.

Remove a Guest's Access

Log in to MyCUInfo and navigate to the Guest Access tab (see "Create a Guest Account." page 16).

Find the guest's name, then click Delete.

24
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A message appears asking whether you want to delete that guest. Click Yes - Delete.

The guest will receive an email telling them their access has been revoked.

Frequently Asked Questions

How does it work?

A student grants access to all or portions of their record as viewed in MyCUInfo by entering the
guest’s name and email address. The guest receives a few emails to establish their access, connects
a social media profile for authentication, and they’re done!

Which parts of my record can | grant access to?

See the list of all available items under "CU Guest Access" on page 6. Guests will see the same
information displayed in the Student Center within MyCUInfo.

Does it include access to D2L and/or midterm grades?

No. The only items guests can see are those in your student record.

Does it include my bhill or access to CUBill&Pay?

No. Access to financial records is maintained by the Bursar’s Office. You’ll need to set up your guest
as an authorized payer to grant them access to your bill.

Can | select individual items for a guest to have access to?

Yes. Students can select any combination of items to share with their guests.

Can | change a guest’s access?

Yes. You can make changes to a guest’s access at any time. View step-by-step instructions under
"Modify a Guest's Access" on page 22.

Can | revoke a guest’s access?

Yes. You can revoke a guest's access at any time. See "Remove a Guest's Access" on page 24.

25
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How many guests can | have?

As many as you want!

Can a guest make any changes to my record?

No. Guests are not able to make any changes to a student record (such as updating an address) or
complete any action on behalf of the student (like registering for classes).

Can a guest call in to ask questions?

No. CU Guest Access does not allow a guest to speak with a university representative about your
record. In order to allow a guest to do that, you need to establish a FERPA Consent to Release for
that guest. See "Using FERPA Consent to Release" on page 7.

What’s the difference between this and FERPA Consent to Release?

CU Guest Access is online and read-only. A guest can’t do anything on your behalf, and they can’t
speak with a university representative about your record. However, FERPA Consent to Release
allows the university to discuss student-approved records with a parent or authorized third party.

Is there a way to tell if the guest has been using their CU Guest Access account?

You can only tell whether the guest has set up their account, not whether the guest has accessed
your information.

To check whether your guest has completed account setup, navigate to your Guest Access - Summary
page (see "Create a Guest Account" on page 16), find the guest's name, and look at the fields
specified below.

Guest's Account Setup Status Guest Status Transaction Status
Guest has taken no action. Unknown Submitted

Guest has completed setup and has access to the | Accepted Access Granted
student's authorized information.

What if my question isn't answered here?

Visit our CU Guest Access FAQs webpage for additional questions and answers, or contact the
Office of the Registrar.

26
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Guests & Authorized Individuals

At the post-secondary level, the right to inspect a student's education records is limited to the
student and governed by the Family Education Rights and Privacy Act of 1974 (FERPA). Records
may be released to a parent or other third party only under the following circumstances:

¢ through the consent of the student established in MyCUInfo
¢ in compliance with a subpoena

* by submission of evidence that the parents declare the student as a dependent on their most
recent Federal Income Tax form (IRS Code, Section 152) (Parent Affidavit)

¢ under the alcohol and controlled substance exception or in connection with a health and
safety emergency under the circumstances set forth in § 99.36 (if the student is under 21
years of age)

If a student would like to give you access to view some or all of their FERPA-protected records at CU
Boulder, they have to submit one or more authorizations, depending on which data they're granting
access to.

If a student wants to grant you access to their educational records, they have two options: FERPA
Consent to Release and CU Guest Access.

FERPA Gonsent to Release

What Is it?

FERPA Consent to Release allows a parent or authorized third party to contact the university on
behalf of the student about educational or financial records.

When establishing your access, the student authorized university officials to discuss, disclose or
release one or more specific types of education records to you.

¢ All Education Records — Includes any and all academic, financial and personal information

¢ Academic Record Only — Includes, but is not limited to, GPA, grades, degree progress,
academic standing, academic holds, class schedule, transcript requests, academic advising

¢ Financial Record Only — Includes, but is not limited to, financial aid (limited per Gramm-Leach-
Bliley Act of 1999), account (billing/payments), financial holds, tuition classification, COF

NOTE: Release of student health, housing and/or student conduct information must be requested
through the respective department on campus.

27
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Request Student Information

If you don't know which type(s) of records you have access to, please ask your student before
contacting the university.

You may discuss or request the authorized student records by phone, in person or in writing. When
you do so, include both your name and the password your student established for you.

Troubleshooting

I want my student to set up FERPA Consent to Release. How does he or she do that?
Students initiate FERPA Consent to Release in MyCUInfo. Direct them to Privacy Settings on the right
menu, then click the FERPA Gonsent to Release tab.

How do | prove that I've been granted FERPA consent?

The student who granted you access will need to share a unique password with you in order to prove
your identity for discussing the student’s record with the university.

Why can't | see anything online?

Because FERPA Consent to Release only applies to in-person or phone communication. There is no
online option or portal for parents or authorized third parties to use. If you’d like an online option, see
"CU Guest Access" on page 29.

I'd like to see my student's record online. How can | do that?

Your student will need to establish CU Guest Access for you in their MyCUInfo portal. See "CU
Guest Access" on page 29.

What if my question isn't answered here?

Visit our FERPA Consent to Release FAQs webpage for additional questions and answers.

28
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CU Guest Access

What Is it?

CU Guest Access is a read-only, online option that allows you to view specific aspects of your
student's education record. Your student selects components of their record for you to view, and
they can modify or revoke access at any time. You can’t make any changes to the student's record
or complete any transactions on the student's behalf.

NOTE: CU Guest Access does net enable you to contact the university with questions regarding
your student's record. Records can only be discussed with a parent or third party if the student

has filed a FERPA Consent to Release (see "FERPA Consent to Release" on page 27).

A limited number of items are available through CU Guest Access. These include:

Advisor information—May include name and email for assigned advisors based on plan or
program

College Opportunity Fund (COF) selections —For Colorado resident undergraduate students who
are COF eligible

Class schedule— Enrolled, dropped and waitlisted classes by term

Contact information—Includes student home, mail and local addresses, CU Boulder email
addresses and phone numbers

Course history —A record of all classes taken, including campus, status and grades

Emergency contact information— All emergency contact information supplied by the student,
including a contact’s relationship, address, phone and email, if available

Enrollment appointments —Enroliment dates for upcoming terms by campus

Grades —All grades from classes taken at a University of Colorado campus, including credit
hours and GPA

Health insurance selection —Coverage selected or waived by the student and by term
Holds — Current campus-specific holds that may impact registration

Program/plan information— Includes all institution, career, program, major and degree
Transfer credit report—Credit received from external institutions and applied at CU

Unofficial transcripts —Includes “All CU Careers” unofficial transcript

Once the student submits your credentials, you’ll receive an email listing the record components
they’ve granted you access to, along with a link to create your account.

29
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Greate Your Account

After the student grants you access, you'll receive an email from do-not-reply@cu.edu that specifies
the types of information you have permission to view.

30



Guests: CU Guest Access

Follow the link in the email, then choose a social media account that's already associated with the
email address where the email was sent.

NOTE: Guests may only use LinkedIn, Facebook or Google (including a Gmail email address) to
establish CU Guest Access. This connection is for authentication purposes only; CU Boulder
retains no record of or access to the social media account used.

Follow the on-screen steps to authenticate your social media information with CU System Login (the
steps are slightly different for each social media account).

On the next screen, enter the email address where the email was sent and your first and last name.
Click Create Account.

If the email address is incorrect, a message appears. Click OK, then try again.

31
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If the activation is successful, you'll receive a second email from do-not-reply@cu.edu when your
account has been activated. Follow the link in the email.

Use the same social media account you used in the previous step.

32
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Read the terms and conditions, then click the checkbox next to | accept terms and conditions. Enter
the security key you received in your email and the email address to which it was sent. Click Submit.

You now have access to the Shared Information Genter. To exit, click Sign out.

33
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A message appears letting you know to exit your web browser.

Access Student Information

Now that you've set up and activated your account, you can log in to CU Guest Access anytime.

Use the link www.colorado.edu/registrar/quest to go to a page featuring a large CU Guest Access
graphic. Click Leg In.

34
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If you've just logged out of the Shared Information Genter, or if you tried to activate your account
twice, you'll be directed to a page featuring the four University of Colorado student information
systems. Click Log in to CU Guest Access.

Use the same social media account you used to set up and activate your account to log in.

In the Shared Information Center, follow the links in the menu to view the information the student has
granted you access to.

NOTE: Only the information the student has granted you access to will appear in the menu. If you
need access to additional information, contact your student.

To exit, click Sign out.

35
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A message appears letting you know to exit your web browser.

Troubleshooting

What if | don't have one of the three social media accounts?

CU Guest Access can only authenticate a guest’s identity using one of these three social media
platforms at this time, so you'll need to create a free account with one of them to use this service.

| don't want to create a social media account. What else can | do?

FERPA Consent to Release may be a good option. See "FERPA Consent to Release" on page 27.

I never received an email. What do | do?

First, check your spam folder. Next, make sure you're in the email account the student entered in the
system. Finally, if you still can't find the email, ask your student to re-send your notification.

Does my social media account need to use the same email address as CU Guest Access?

Yes. The email your student used to establish your access must match the email you use for at least
one of the three social media platforms.

When | click on the social media account | want to use, | get a "You are not authorized for
this page" message. What's wrong?

You've probably already logged in to that social media account in that browser (note: Gmail is part of
the Google platform). You have three options:

1) If you don't need to be logged in to that account right now, log out and try again.

2) If you're still on the first activation step (i.e., you haven't logged in using a social media
account) and that same email address is associated with another of the three platforms, use a
platform you're not using right now.

3) If you need to have both CU Guest Access and your social media account open at the same

36
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time, follow these steps:

a) Open a different browser (e.g., Internet Explorer, Safari, Google Chrome, Mozilla Firefox).
b) Confirm that you're not logged in to your social media account in that browser.

c) Copy the link from your email message into the browser's address bar and hit Enter.

)
d) Select your social media account, and continue the process.

I get an "Error - Single Sign-0n" or "Unable to retrieve social id and type" message when |
try to authenticate or access my account. What's wrong?

First, make sure you're not already logged in to the social media account (see previous FAQ).

If that doesn't solve the problem, close and reopen your browser, then clear its cache (see
instructions for Internet Explorer, Safari, Google Chrome, Mozilla Firefox).

If you're still having problems, contact the Office of the Registrar for troubleshooting help.

I'm having trouble accessing or navigating the system. Who can I talk to?

Please contact the Office of the Registrar.

What if | can't remember the security key?

Your student can re-send the email that contains the security key. See "Resend a Guest's Email
Notification" on page 21.

My security key expired. What do | do?

Your student will have to delete your guest account and create a new one. See "Remove a Guest's
Access" on page 24.

I have a question ahout something in my student's record. Who can | talk to about it?

Unless your student has submitted a FERPA Consent to Release, your student is probably the only
person who can discuss their FERPA-protected information with you. CU Boulder can only release a
student's non-directory information to a parent or other third party under specific circumstances.

What if my question isn't answered here?

Visit our CU Guest Access FAQs webpage for additional questions and answers, or contact the
Office of the Registrar.
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