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POLICY

1. All Parking Payment Machines are periodically inspected for tampering and/or

substitution of credit card accepting devices.

Employees working with Parking Payment Machines are trained to be aware of suspicious
behavior relative to the payment machine and/or attempts at tampering with credit card
accepting devices.

A list of all Parking Payment Machines is maintained listing the location and serial
numbers, or some other type of unique identification.

A list of critical technologies used in the payment machines, i.e. cellular modems, is
maintained.

The lists are updated when equipment is decommissioned, relocated or added to the
inventory.

Periodically verify the equipment location and identification number (checking the actual
inventory against the inventory list).

All third-party vendors working with the payment machines must have their identity
verified.

A Parking employee will accompany the third-party vendor while working on the payment
machines.
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9. Do not install, replace or return devices on, or within, the payment machine without
verification.

10. Cellular modems used by the payment machines will not be used for any other purpose
than originally intended by the vendor.

11. Report suspicious behavior, or indications of, payment machine, or credit card accepting
device, tampering/substitution to Assistant Director, Infrastructure and Capital Projects.

12. Perform an Annual Review of this policy and relevant training with employees in
Infrastructure and Capital Projects unit.



