INSIDER
THREAT
AWARENESS

AT UNIVERSITY OF COLORADO BOULDER

AN INSIDER THREAT IS
A SECURITY RISK TO cU
BOULDER POSED BY PEOPLE
WITHIN CU BOULDER
ITSELF.
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SUSPICIUS AGCITVIIIES

- ATTEMPTING TO CONCEAL FOREIGN TRAVEL
- SEEKING ACCESS TO SENSITIVE INFORMATION
- WORKING HOURS INCONSISTENT WITH JOB ASSIGNMENT
- DISPLAYING DISGRUNTLED BEHAVIOR
VIOLATING POLICIES OR NEGLECTING RULES
- ACTING WITHDRAWN OR UNUSUAL
UNEXPLAINED CHANGES IN FINANCIAL CIRCUMSTANCES

DO REPORT ACTIVITIES TO APPROPRIATE PERSONNEL
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HELP PROTECT
CU BOULDER AND
NATIONAL SECURITY
BY REPORTING ANY
SUSPICIOUS ACTIVITY
TO THE CONTACTS
BELOW. REPORTS ARE
CONFIDENTIAL!
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