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Session Overview

• Ethics & FERPA compliance
• FERPA essentials
• Team activity
• Trends 
• Scenarios
• Q&A



Quick Show of Hands

• Attended an Office of the Registrar FERPA training? 
• Took online FERPA training in the last two years?
• Participated in other FERPA training or sessions?
• Other FERPA experience?
• Who works in student support services? 
• Academic services? 
• In some other area? 
• Any students?



Ethics & Compliance



Ethics & Compliance
Why does FERPA matter?
• Students own their data; we are custodians
• Students control access to and release of their 

education records, including to parents*
• Students rely on us to protect their data and privacy; 

It’s the right thing to do; FERPA requires us to do so
• Protects against exposure to sensitive information 

(grades, finances) that may be used to unfairly 
advantage or disadvantage students or others

• Security of systems and transmission of data



Balancing Privacy & Safety
• Health or Safety Emergency

– Records may be released by school officials to appropriate 
parties such as law enforcement, health officials, and 
medical personnel during the period of the emergency.

• Law Enforcement Unit Records
– Investigative reports and other records created and 

maintained by law enforcement units are not considered 
education records and may be disclosed to others, 
including outside law enforcement authorities.

• Personal Knowledge
– School officials may disclose information about students 

obtained through their own knowledge or observation, and 
not from education records. For example, if an official 
overhears a student making threatening remarks to others.



Consequences of Non-Compliance
• Temporary suspension of access to systems and 

data
• Inability to perform duties of job > dismissal or 

termination
• Possible prosecution under criminal codes
• Possible loss of federal 

funding to the institution



FERPA Essentials



• Family Educational Rights & Privacy Act (1974)

• Federal law

• Defines appropriate use and release of student education 
records

• Applies to all educational agencies/institutions that receive 
funds under any program administered by the Secretary of 
Education

• Enforced by the Family Policy Compliance Office, U.S. 
Department of Education

What is FERPA?



What is an education record 
under FERPA?

Education Records:

• Any records directly 
related to a student 

• In any format or medium

• Maintained by an 
educational agency or 
institution or by a party 
acting for institution

NOT Education Records:

• Sole possession notes
• Law enforcement records 

created for a legal purpose
• Employment records, unless 

employment is based on 
student status (work-study, 
TA/GA)

• Post-enrollment/alumni 
records 



Education Records:

• Any records directly related 
to a student 

• In any format or medium
• Maintained by an educational 

agency or institution or by a 
party acting for institution

NOT Education Records:

• Law enforcement records 
created for a legal purpose

• Employment records, unless 
employment is based on 
student status (work-study, 
TA/GA)

• Medical/treatment records 

• Post-enrollment/alumni 
records 

What is an education record 
under FERPA?



Directory Information
• Not generally harmful or 

invasion of privacy if 
disclosed

• MAY be released without 
student consent (unless 
record is restricted) 

• CU may refuse 
disclosure of directory 
info to third parties

Non-Directory Information:



Non-Directory Information
Directory Information:
• Not generally harmful or 

invasion of privacy if 
disclosed

• MAY be released without 
student consent (unless 
restricted directory) 

• CU may refuse disclosure 
of directory info to third 
parties

• Confidential student record 
maintained by an institution

• May not be released to a 
third party without student 
consent

• Institution has some choices 
about directory vs. non-
directory but must be 
consistent



CU Directory Information
Student name
Telephone numbers
Email address
Physical addresses
Enrollment status
Class (FR, SO, JR, SR)
Previous institutions attended
Dates of registered attendance

School/college/division of 
enrollment
Major, minor, field of study
Degrees, awards, honors 
received
Participation in officially 
recognized activities & sports
Height and weight of student 
athletes



Restricted Status or “Privacy” 

• Students may suppress directory information 
from public release. 

• Every employee must respect a student’s 
request for full privacy.

• To unidentified person, CU personnel must say, 
“I have no information on this person.”

• Privacy symbol appears in 
the student’s record.



Who May Access Education Records? 

• The student him/herself
• Third party with student’s written consent on file
• School official with legitimate educational 

interest
• A person in response to a court-ordered 

subpoena
• Employee/contractor to perform designated job 

function
• An institution where student seeks to enroll
• Federal/state/local education authorities
• Accrediting bodies (HLC, ABET, etc.) 
• Officials involved in health/safety emergencies



Security Passphrase
Who: Student him/herself
Why: To verify student’s identity in place of photo ID
• Student must correctly state their established security 

passphrase before CU can discuss their information
How: Set in MyCUInfo, view in Campus Solutions
• If a passphrase has not 

yet been established, the 
student can set it while 
you wait or call back after 
setting their passphrase



CU Guest Access

• Can choose different options for 
data released

• Does not include bill pay
• Does not allow CU officials to 

discuss protected information 
with guests

Who: Student’s guests
• Students authorize view-only access to their record for as 

many guests as they choose

Why: Guests can log in and view student record
How: Set in MyCUInfo, view in Campus Solutions



FERPA Consent to Release 
Who: Student’s third parties
Why: Authorizes CU to discuss record with third party
How: Set in MyCUInfo, view in Campus Solutions
• Student creates a 

unique password for 
each individual. 

• CU must verify consent 
and assigned password 
in Campus Solutions 
before discussing 
protected information.



Team Activity



FERPA Jeopardy
• Test your knowledge
• Each table work together to answer quiz questions
• Use FERPA handout
• And your knowledge of FERPA
• Compete for prizes!
• 10 minutes



Trends



• Gender identity
– Sex at birth v. gender identification
– Preferred name v. legal name
– Chosen pronouns and salutations

• Dear Colleague letter
– Treat students consistent with gender identity 
– May be Title IX violation if school fails to take reasonable 

steps to protect privacy related to transgender status 
• Data security levels and system integrations
• Business practices

– How are names/gender collected, used and stored?
– Who has access to such data and why?

Issues, Trends & Hot Topics



Issues, Trends & Hot Topics
• Disciplinary notations and records
• Registrars’ changing perspectives

– Title IX and Student Conduct Officers
• FERPA 

– School officials may disclose info to institutions where 
a student seeks or intends to enroll

• Retention considerations
• Alternatives to notations



Issues, Trends & Hot Topics
• Vendor contracts (student data)

– FERPA permits contractors acting on institution’s behalf to 
access education record data

– Contracts for services and systems must be vetted, approved 
through university protocols and include:

• Purpose/use of data
• Destruction or disposal plan of data 
• Redisclosure limits
• Ownership of data

– Employees may not share data from systems or reports with 
third parties without proper authorization



Issues, Trends & Hot Topics
• Data Retention

– Don’t keep student data longer than needed
– CU’s retention schedule defines terms for many official 

records: 
www.cu.edu/sites/default/files/RecordRetentionUCB.pdf

– Academic departments identify retention of items such as 
exams and gradebooks (recommend 2-4 years)

– Each department should have a retention policy
– Copy or original record holder



Scenarios



Scenario: Class Websites

A faculty member teaches a D2L course in 
which students can see each other’s email 
addresses and names. It is not open to the 
public for view or use. 

Are there any FERPA issues?



Scenario: Posting Grades

A faculty member who tires of taking phone 
calls from students to find out their grades 
after every examination decided to post 
grades on the wall outside his office. 

May he do this?



Scenario: 
Legitimate Educational Interest
A student’s father is a faculty member at CU 
and wants to find out how his son is doing 
academically. He calls your office to find out. 

How should you respond?



Scenario: 
High School Dual Enrollee
A 17-year old senior at Boulder High is also 
taking classes at CU Boulder. The classes she 
is taking count both for high school and 
college credit. 

Can her parents access her grades at 
CU?



Scenario: 
Talking with Parents
You receive a call from a parent of one of your 
students who hasn’t shown up to class since the first 
week but hasn’t dropped the class. The parents live in 
Florida and are paying for their son to attend at out-of-
state tuition rates. The parent called to see how things 
were going since the student hasn’t provided an 
update on his studies for quite some time. 

How do you handle this conversation?



Scenario: 
Student Police Officer
A student, who is also a police officer, reported 
that a project she had completed is now missing 
from a classroom. The next day, this on-duty, 
uniformed officer comes to the department to 
investigate the theft. She asks for the class 
roster so she can complete the investigation. 

Can you provide this as long as she 
shows her badge?



Scenario: 
Letters of Recommendation
The Law School at CU would like to share a letter of 
recommendation with the Philosophy Department for 
a student who is applying to both and requested that 
we share the information from a non-CU email 
address.

Are there any FERPA concerns with this? 



Scenario: 
Parents at Appointments
A student shows up to your office with a parent to 
discuss their academic standing, degree progress 
and curriculum requirements. 

What are best or allowable practices for 
handling this situation? 



Your Questions



Key Resources
• Office of the Registrar 

303-492-6970
Regent Administrative Center, Room 101
registrar@colorado.edu

• CU Legal Counsel
• Family Policy Compliance Office                   

Dept of Education
www2.ed.gov/policy/gen/guid/fpco

• AACRAO
www.aacrao.org



When in doubt, don’t give it out!
Contact the Office of the Registrar

Thank you!


