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WHS commitment to privacy and ethics

• WHS upholds the highest standards in maintaining, 
using, and disclosing patient information

• Factors to consider: CU policies, WHS polices, 
compliance with federal and state laws, health care 
accreditation standards



Confidentiality Laws

The privacy of patient information at WHS is protected by FERPA, 
HIPAA, and Colorado state laws

• FERPA - protection of student information, including 
student health records at WHS

• HIPAA - protection of health information, including non-
student health records at WHS 

• Colorado state laws - influence policies at WHS and guide 
the confidentiality of both student and non-student 
health records



Source: NPR Health Shots

Case Study:
University of Oregon 
In the News 
2015

http://www.npr.org/sections/health-shots/2015/03/09/391876192/college-rape-case-shows-a-key-limit-to-medical-privacy-law


FERPA

Family Educational Rights and Privacy Act 
• Federal law, defines access and release of personally 

identifiable information from a student’s educational 
records

• Enforced by the U.S. Department of Education Family 
Policy and Compliance Office



FERPA Important Points

• Information from a student’s education records cannot be 
disclosed without the student’s written consent, except as 
required by law

• Students have the right to review and request amendments 
to their education records

• Parental rights to a student’s record transfer to the student 
once they begin attending college, regardless age

• Third parties and school officials must have a legitimate 
educational interest to gain access to a student’s records



FERPA Education Records

WHS student health records are Education Records under FERPA

• Education records - records, including health records, 
maintained by an educational institution about a student

• At WHS student can review, request amendment, share their 
health records

• WHS may be required to share records for reporting purposes



Student Health Records are not Covered by HIPAA

•HIPAA excludes FERPA education records from 
coverage

•HIPAA and FERPA cannot overlap
•WHS student health records are education 
records under FERPA because we may share the 
records



HIPAA

Health Insurance Portability and Accountability Act 
• Federal law, protects the privacy of protected health 

information (PHI) and provides administrative, 
physical, and technical security of health information

• Enforced by the U.S. Department of Health and 
Human Services Office of Civil Rights (OCR)

• CU is considered a “Hybrid Entity”, both covered and 
non-covered components 



HIPAA Important Points
• Information may not be disclosed without the patient’s authorization 

except for treatment, payment, or operations purposes or in limited 
other circumstances required by law 

• Patients have the right to access, request a copy, request 
amendment, request an accounting of disclosures, or request to 
restrict access to their health records

• Covered entities, such as the University of Colorado, must protect 
information physically and electronically

• Breaches of health information must be reported according to 
regulations

• A Business Associate Agreement (BAA) must be made with any entity 
that receives or transmits PHI for WHS



HIPAA Privacy Rule

• PHI may only be used or disclosed with the patient’s 
authorization except as permitted

• Permitted disclosures:
• To the patient
• Treatment, payment, operations
• Public interest or benefit activities

• Minimum necessary standard



HIPAA Security Rule 

• The HIPAA Security Rule protects PHI from 
unauthorized alteration and destruction 

• Covered entities must maintain reasonable and 
appropriate administrative, technical, and physical
safeguards for PHI



State Regulations

• Colorado Medical Practice Act, Mental Health Practice 
Act, CDPHE rules for licensed facilities, other statues 
protecting patients health information.

• Patient health information is confidential except in 
specific circumstances permitted by law

• Reportable injuries and conditions



• Student health information at WHS is covered by FERPA

• Non-student health information at WHS is covered by HIPAA 

• State confidentiality laws apply to both student and non-
student records

The core requirement for FERPA and HIPAA is that 
records for all patients must be kept confidential



How WHS practices privacy and security

Different laws apply to student and non-student 
records, but at WHS we generally use and 
disclose all health information in the same way 
and provide the same rights regarding health 
information to all patients. 



Notice of 
Privacy 
Practices



General 
Agreement 
for Health 
Care Services



Patient Requests Regarding their Health Information

• Copies
• Amendments
• Accounting of disclosures
• Requests for restrictions
• Confidential communication



Disclosures that do not Require Authorization

• Information released directly to the patient
•Treatment, payment, operations
•Uses and disclosures with an opportunity to 
agree or object

•Public interest and benefit activities



Ethics Considerations

•Patient Rights
•Conflict of Interest
•Other ethical considerations



Examples
Ethics:

• 10/2014 Davita pays $350 Million to US Government for Violating the Anti KickBack
Statue 

Privacy:
• Lost or stolen data

• 10/2016 Advocate pays $5.55 million to OCR to settle HIPAA violation claims. 
• Snooping –

• 2007 27 workers suspended for looking at George Clooney’s records
• 2008 13 employees fired for snooping in Brittney Spear’s records
• 2010 4 staff members were fired for inappropriately accessing Michael Jackson’s records 
• 2013 5 workers were fired for snooping in records including Kim Kardashian 

• Cyber Attacks
• 150 Countries were affected by the wannacry randsomware in May 2017 including the 

National Health Service in England and Scotland. 

https://www.natlawreview.com/article/davita-healthcare-partners-to-pay-350-million-to-us-government-allegedly-violating-a
http://www.beckershospitalreview.com/healthcare-information-technology/advocate-to-pay-largest-hipaa-settlement-to-date.html
http://www.npr.org/sections/health-shots/2015/12/10/458939656/celebrities-medical-records-tempt-hospital-workers-to-snoop
http://www.healthcareitnews.com/news/updated-hospitals-uk-national-health-service-knocked-offline-massive-ransomware-attack


Group Work

Review the following scenarios. 
How would you handle these ethically and in compliance with the law? 

1. A parent calls WHS and asks for information about their child’s recent visit 
at WHS. Their child is 17 years old and a CU student. What should you tell 
the parent? 

2. A CU student is in the news for breaking the law. The news article says that 
the student has a mental illness. A WHS care provider is wondering if the 
student is a patient of WHS. Is it appropriate for that care provider to access 
this student’s chart? Does your answer change if the care provider has 
treated the patient for a mental illness in the past?  



Jane Huseman, WHS compliance coordinator
Jane.huseman@Colorado.edu 303-492-6712

Michele Van Pelt, WHS Director of Finance and Operations
Michele.vanpelt@Colorado.edu

mailto:Jane.huseman@Colorado.edu
mailto:Michele.vanpelt@Colorado.edu


Resources
• Wardenburg Health Services http://www.colorado.edu/health/
• http://familypolicy.ed.gov/sites/fpco.ed.gov/files/DCL_Medical%20Records

_Final%20Signed_dated_9-2.pdf
• Family Policy and Compliance Office at U.S. Department of 

Education http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
• Office of Civil Rights at U.S. Department of Health and Human 

Services http://www.hhs.gov/hipaa/index.html
• Colorado Department of Public Health and 

Environment http://www.cdphe.state.co.us/privacyandsecurity/hipaa.html
• Information Technology (IT) Services http://www.colorado.edu/oit/

http://www.colorado.edu/health/
http://familypolicy.ed.gov/sites/fpco.ed.gov/files/DCL_Medical%20Records_Final%20Signed_dated_9-2.pdf
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.hhs.gov/hipaa/index.html
http://www.cdphe.state.co.us/privacyandsecurity/hipaa.html
http://www.colorado.edu/oit/

	�
	WHS commitment to privacy and ethics	
	Confidentiality Laws
	Slide Number 4
	FERPA
	FERPA Important Points
	FERPA Education Records
	Student Health Records are not Covered by HIPAA
	HIPAA
	HIPAA Important Points
	HIPAA Privacy Rule
	HIPAA Security Rule 
	State Regulations
	Slide Number 14
	How WHS practices privacy and security
	Notice of Privacy Practices
	General Agreement for Health Care Services�
	Patient Requests Regarding their Health Information
	Disclosures that do not Require Authorization
	Ethics Considerations
	Examples	�
	Group Work	
	Slide Number 23
	Resources

