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As GPS continues to gain popularity in nearly every aspect of our daily lives, it has also increasingly be-
come a target for radio frequency interference (RFI) and other emerging threats (ET). This paper presents a
payload designed to operate on a small scale unmanned aerial system (UAS) to detect and localize RFI and ET
sources, while autonomously navigating in a GPS-denied environment. Conventional civilian UASs typically
rely on GPS and low-cost inertial sensors, such as an inertial measurement unit (IMU), to provide guidance and
navigation solutions. The presence of RFI and ET can potentially degrade the GPS signal-to-noise ratio which
impacts the accuracy and availability of the navigation solutions. Some sources generate spoofing signals that
contain false satellite ranging or navigation message information, which leads to the calculation of an incorrect
receiver location. Under GPS-denied conditions, the autonomous navigation solution presented in this paper is
based on an extended Kalman filter (EKF) integration of measurements from a consumer-grade MEMS IMU,
a magnetometer, an optical flow sensor, a LIDAR range finder, a pitot tube, and a barometer. For interference
source detection and localization, a radio frequency (RF) front end antenna operating at the GPS L1 band is
used to sample raw intermediate frequency (IF) signals at 5MHz rate. The automatic gain control (AGC) in
the RF front end effectively provides the interference signal power measurements. An onboard communication
device transmits the IF samples, AGC measurements, EKF outputs, as well as the onboard GPS receiver mea-
surements to a ground station for post-processing and analysis. The work presented in this paper is the result
of a senior capstone project at the Aerospace Engineering Sciences Department at the University of Colorado
Boulder. The prototype payload and GNS software are designed to meet the requirement of autonomous nav-
igation in GPS-denied environment within a 500-m radius for up to 2 minutes while maintaining 3D platform
localization error of 40-m. The UAS will switch to GPS-based navigation solution in areas where interference
signal power is below one standard deviation from standard input. Detailed payload design and flight test
results will be presented in this paper

Nomenclature
α Path Loss Coefficient
λ Signal wavelength
AGC Automatic Gain Control
AHRS Attitude and Heading Reference System
D GPS-denied Area Flight Path Length [m]
d Distance from source to receiver
EKF Extended Kalman Filter
ET Emerging Threat
Gr Antenna gain of the receiver
Gt Antenna gain of the transmitter
GPS Global Positioning System
L Environment losses
Pactual Actual measured power
Pkl Estimated Power Difference
PPD Personal Privacy Device
Q Objective Function
R Radius of GPS-denied Area
R/r Sensor Radius Ratio []
RFI Radio Frequency Interference
UAS Unmanned Aerial System
x/y Grid location on search area
xK /yL Known locations on path on UAS path



1. Introduction
The purpose of RAMROD (Remote Autonomous Mapping of Radio Frequency Obstruction Devices) is to design,
build, and test a system that can localize an RFI source, affecting the L1 and L2 GPS bands, using an autonomous
fixed wing UAS. The major challenge with this project is designing the flight software to work properly in GPS denied
conditions while minimizing positional error. This problem can be solved by accurately measuring the AGC, and
thus the interference, on the GPS bands to determine when the GPS signal can no longer be trusted. This process
is completed using an additional payload containing a modified signal filter that is placed on-board the UAS. When
the GPS signal can no longer be trusted, the flight system is then prompted to switch to an inertially guided flight
mode that does not rely on GPS for navigation. Minimizing the positional error, defined as under 40m after a 1km
linear distance, in this GPS denied state is possible by using an array of sensors including a barometer, magnetometer,
3-axis accelerometers, 3-axis gyroscopes, and optical flow. The positional estimations, created by integrating these
measurements through the on-board EKF estimator, along with the AGC power measurements are then required to be
downlinked to the ground station, in real time, to be post-processed for localization of the RFI source.

The full mission level Concept of Operations (CONOPS) can be seen in Figure 1. In order to achieve full mission
success, the UAS shall fly along a pre-programmed autonomous flight path while carrying all necessary payload
hardware to localize an RFI source. During the flight plan the payload will detect an RFI source by registering a
change in power on the GPS bands. The flight software must then be prompted to change flight modes within 1
second of detecting the change in power and fly without GPS until the interference from the source is back under the
acceptable threshold. During the entire flight plan, the positional data, AGC data, and IF data will be transmitted to
the ground over a LTE network connection. After fully completing the flight plan, the UAS will land autonomously
and the data will be post-processed to localize the RFI source. This paper serves to outline the theory and design
used to measure the strength of the RFI source, how these measurements are used to initiate a change in flight mode,
how the positional error is minimized during GPS denied flight, and how this data is down-linked in real time. The
methods and current results for verification and validation of these critical project elements will then be presented to
prove proper functionality of the system.

Figure 1: Mission Level CONOPS

2. RFI Localization Theory and Design
2.1. Power Difference of Arrival Localization

The RAMROD system is designed to localize an RF signal using a Power Difference of Arrival (PDOA) method.
This method compares the measured signal attenuation between two different points in space to an estimated signal
attenuation based on free path loss theory and calculates the most likely location of the interference device. This

Spring 2018 1 of 10

University of Colorado Boulder

AIAA Conference Paper



method is ideal for the RAMROD system because the payload will measure the signal strength on the GPS band as
well as an estimated position based on inertial sensors when the system is within close proximity to a PPD. This data
can be used to create an effective map of the GPS denied region over an extrapolated grid, and the location where the
signal attenuation most closely matches the estimated path loss will provide the estimated PPD location.

Figure 2: Signal attenuation based on free path loss

The PDOA technique was developed using the algorithmic solution of linear least-squares curve fitting. The path
loss coefficient α (shown in Equation 1) can be determined through preliminary environmental testing. The signal
attenuation can then be modeled and a predictive power profile of the search area can be developed. After the signal
data is obtained during flight, the actual power difference between two points can be compared to the predicted signal
attenuation. This prediction is carried out for each data point gathered and is compared to a finite grid of the entire
search area. The result is an objective function Q as shown in Equation 4. The function Q is defined for the entire
search grid, and the grid coordinates where this function is minimized yield the predicted location of the RFI source.
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The RAMROD localization algorithm was tested with sample data that was collected with a similar UAS that
measured signal strength on the 2.4GHz WiFi band (to simulate GPS interference) as well as true GPS position data.
The results from this test are shown in Figure 3. The emitter position was estimated 29.74m away from the actual
emitter location with only 109 data points used. This result provides an important proof of concept for PDOA and a
baseline error threshold. Although the RAMROD system will use far more data samples, the drift of the UAS during
inertial navigation is expected to produce significant error in localization.

2.2. Automatic Gain Control on L1 and L2 GPS Bands

The payload on-board the UAS measures the signal strength on all GPS bands, stores the data, and downlinks some of
this data through a LTE cellular network. As previously mentioned the data collected serves two major purposes: to
prompt the flight system to change flight modes when an RFI source is present, and to be used in post-processing to
localize that source. An antenna, located on the underbelly of the aircraft, measures the power level on four channels
in two GPS bands and collects Intermediate Frequency (IF) and Automatic Gain Control (AGC) data. The AGC data
will be used on the ground station to create a power profile with the PDOA localization algorithm described above.
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Figure 3: Localization Model: 2D (left) and 3D (right)

The IF data is collected to be later used for a more accurate localization method that utilizes a time difference of arrival
(TDOA) algorithm. This is outside the scope of this project and therefore will not be discussed past the point of data
collection and transmission. The data collected is then pushed through a signal filter to smooth out any unwanted
noise. This filtered data is then sent to a microprocessor located within the payload which is used to store the data on
an on-board storage device and push the data through the LTE connection to the ground station.

Figure 4 shows sample AGC data, on both the L1 and L2 bands, taken over a 250s time period. The data has
the ability to be stored in 19 different bins to quantify the power measurement at any given time. This data is under
nominal conditions, with no interference present, which is why the values remain relatively constant over the entire
time period. If there was a PPD in the area, the AGC value would decrease. This can be seen in Figure 5, which shows
how the AGC level drops as the UAS moves closer to the RFI source. This extreme change, quantified as two standard
deviations below the norm, is used to trigger the change in flight mode within the flight software.

Figure 4: Sample AGC data over a 250s second period.
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Figure 5: Expected change in AGC data while approaching interference source.

3. GPS Denied Guidance
Throughout the initial design of this project, numerous methods were considered that would allow the UAS to safely
navigate a GPS denied environment. Among these were concepts such as LTE Localization, Simultaneous Localization
and Mapping, and a solely optical based localization method. However, most of these would require the addition
of numerous instruments, and would require heavy modification to the existing flight software. For that reason, a
system relying on a reliable Inertial Measurement Unit (IMU) accompanied by various other sensors (Optical flow,
magnetometer, barometer) was chosen as the method of GPS denied guidance for the UAS.

3.1. Inertially Guided Flight Using an Extended Kalman Filter

As mentioned, the primary reason for utilizing an INS is the existing support within the ArduPilot flight software. The
PixHawk flight controller comes stock with a full inertial sensor package, including three 3-axis accelerometers and
three 3-axis gyroscopes. The data from these sensors is fused using an extended Kalman filter (EKF), which comes as
a built in functionality within the ArduPilot flight software.

Non-inertial sensors will provide additional data, or reference measurements, which will be utilized by the EKF
to better estimate the error in inertial measurements. This provides a more accurate estimate of the UAS state. Unlike
the inertial data, these reference measurements do not require an integration step before they may be incorporated into
the state. For example, the acceleration measured by the accelerometer must first be integrated (which introduces an
error of its own) before the velocity is known. On the other hand, the pressure differential read by an airspeed sensor
is directly proportional to the airspeed experienced by the UAS. The other instruments that feed reference data into
the filter are two barometers (pressure measurement proportional to altitude), three 3-axis magnetometers (giving a
magnetic heading), an optical flow sensor (reading change in relative position), and a LiDAR range finder (measuring
distance above ground level). GPS is typically the most trusted reference measurement, however, when going GPS
denied, this will not be an option. Once in the GPS denied mode, data from an optical flow sensor, paired with a
LiDAR range finder, will be passed to the filter as a reference measurement. The optical flow sensor captures images
at 400 Hz, and by knowing its current altitude, is able to calculate a change in position from one image to the next by
comparing how objects have moved in one image relative to the previous. The EKF will take in data from these inertial
and reference sensors, apply an appropriate gain to each, use the previously estimated state as an initial condition, and
fuse this with knowledge of the dynamics of the physical system to arrive at a newly estimated state and estimated
error. The estimated error is incorporated into the filter during the next step so that the resulting estimate accounts for
inertial measurement error due to sensor offsets, drifts, and biases.

3.2. Propagation of Positional Error

While the PixHawk flight controller comes with 3 accelerometers and gyros, the accuracy of these are limited such
that GPS is necessary to continuously calibrate throughout flight. For this reason, it was necessary to incorporate an
additional IMU designed with more accuracy and stability. A requirement of this project is to localize RFI and ET
sources within 40 meters, as such, a requirement of the state estimate is that the positional error must stay below 40
m after 200 seconds without GPS. The 200 seconds is derived from a ground speed of 10 m/s, and a maximum GPS
denied linear distance of 2 km. In order to prove this feasibility, static testing with the improved IMU was conducted.
The accelerations in each direction were twice integrated to provide position, and if this position is below 40 m, then
it is assumed that the error can only be reduced with the addition of the EKF and reference measurements. Figure 6
shows the integrated x, y, and z position over 200 seconds, and Figure 7 shows the total positional error summed in
quadrature.
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Figure 6: Static position measured by IMU

Figure 7: Static 3D positional error from IMU

It can be seen in Figure 7 that after 200 seconds there is only about 5 meters of error. It can also be seen that this
error grows in an exponential manner, which is why the EKF and additional measurements are necessary. This error
will be further reduced when the error in the z direction is nearly eliminated by a barometer.

4. Payload and Flight Systems Interface
4.1. Flight Mode Switch

As explained in Section 2.2, the AGC feedback data is measured on the GPS bands on the NT1065 signal filter, which
is then sent to the MicroZed microntroller. Performing characterization tests with the antenna in different scenarios
(far away from noise sources, around various noise sources) yields an expected noise floor. When recording AGC
data in GPS-denied environments, once the AGC value exceeds a 2σ deviation from the norm on any GPS band, it
is determined that the UAS is operating in the presence of an RFI emitter. The AGC signal is continually sent to the
PixHawk flight controller over a serial connector at a rate of at least 3Hz, sending a 5-bit number indicating whether
the AGC data is above or below this 2σ threshold. Only one byte is necessary to send the AGC data since the AGC
data only holds 19 possible values.

When the PixHawk receives an AGC value greater than 2σ, representing entering the sphere-of-influence of a
PPD, the Pixhawk cuts the GPS input to the Kalman filter and allows the optical flow measurements to be fused into
the filter. The flight controller then continues navigating to the next waypoint using its inertial sensors until the AGC
data falls below the threshold and is out of the sphere-of-influence. Once this occurs, the GPS data input to the Kalman
filter is restored and the optical flow input is removed. The Kalman filter then experiences innovations representing the
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difference between estimated measurements and GPS truth measurements, for each of its 24 states. These innovations
are corrected by the autopilot’s Attitude and Heading Reference System (AHRS), adjusting for the filter’s divergence
due to lack of absolute measurements of position from the GPS.

In return, the PixHawk sends its timestamped estimated and true position measurements to the MicroZed, via a
UART connection, at the same 3Hz. These measurements include latitude, longitude, and altitude of the aircraft. This
data is downlinked by the payload, via the LTE connection, for use in post-processing and localization.

4.2. Downlinking of Data

Figure 8 depicts the interfacing between the various devices associated with processing and downlinking data.

Figure 8: Payload Data Transmission.

All data is downlinked from the payload’s microprocessor, the MicroZed. As described in Sections 2.2 and 4.1,
it is required to downlink AGC data, positional data, and IF data. Because the IF data is so large, the data is being
stored at about 1GB/min, which can be easily stored on an on-board USB Drive. It is expected, based on typical data
rates, that the LTE modem can downlink 8-10Mbps, which is not sufficient to downlink all of the IF data. Since the IF
data is not required for localization for this project, it was deemed that storing this data was sufficient as long as part
of the IF data could be downlinked. It was determined that all positional and AGC data could easily be downlinked
with approximately 5% of the downlink capacity, leaving the remaining 95% of the downlinking capacity being open
for IF data. The amount of data sent to the ground station via the LTE modem will change depending on the cell
coverage available so that it takes less than 10 seconds to send the current set of data. This was accomplished by
throttling the amount of IF data being downlinked based on the cell coverage available. If the cell service is poor, the
micro-controller will throttle the amount of data being sent to the LTE modem with the goal of always sending the
data packet in less than 10 seconds. It is important to note that while the IF data being transmitted might change, all
of the positional and AGC data is always downlinked. A visualization of how the down-linking of data will work can
be seen in Figure 9.
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Figure 9: Diagram of the Down-linking of Data.

5. Verification and Validation
The RAMROD system’s functionality will be verified through both ground testing and flight testing. Subsystems shall
be tested individually before full system integration.

5.1. Ground Testing

The ground testing stage of validation will verify the performance of the payload and software project elements prior
to full system integration. Verifying these systems on the ground will maximize the success of the future flight tests
and prove the lower levels of success required for mission level testing.

5.1.1. Payload Ground Testing

Beyond basic component functionality testing, there are several ground tests that must be preformed to ensure sub-
system success prior to full system testing. The most important of these establish a baseline AGC reading, ensure
proper downlinking capacity, verify the interface between the PixHawk and MicroZed, and verify the storage of all
data inside the payload.

The AGC data needs to be characterized in order to establish a baseline reading to compare in-flight AGC data
to. Initially the antenna will be placed far away from any electronics, GPS, or potential RFI sources to establish
baseline AGC data in the presence of no electronics sources. The second portion of this calibration involves placing
the antenna onboard the UAS, in the proximity of all of the electronics systems to establish baseline data on board the
UAS. Establishing this baseline will ensure less false GPS denied triggers during flight.

Ensuring proper downlinking capacity requires testing in multiple locations with varying cellular coverage. The
different locations will include the center of Boulder, CO, where the signal should be the best, and at different rural
areas close to the test site where there will be less coverage. The combinations of these tests will show how much data
can be sent with different strengths of connections and how that changes the amount of data sent as well as ensure that
the system will function as necessary on site. While only a portion of the data will be sent to the ground station, all of
the data will be saved to a USB flash drive inside the payload. To ensure that all data can be saved, the system shall be
allowed to collect data on the ground for one hour. If the system is working properly then it will save 1 GB per minute
of data.

The interface between the PixHawk and the Microzed will be tested on the ground by feeding the MicroZed
simulated AGC data. This data will contain a change in AGC power that is representative of a PPD. If the system is
functioning properly, the MicroZed will prompt the PixHawk to change flight modes. This can be checked easily with
the output logs from the PixHawk. If this final test is successful, along with the tests previously described, then the
payload is prepared for full system level testing.

5.1.2. Inertial Navigation Ground Testing

The RAMROD inertial navigation system and flight mode switch functionality shall be tested and verified on the
ground before flight testing. The objective is to ensure that the positional error generated by this system is below a
40m threshold. Static testing has verified that the RAMROD hardware baseline drift is below 40m, as shown in section
3.2. In addition to static testing, the full system will be driven a length of at least 2 miles. Halfway through this test a

Spring 2018 7 of 10

University of Colorado Boulder

AIAA Conference Paper



geographical trigger will be used to switch the flight mode to GPS denied. This not only verifies that the flight mode
will switch successfully, but it will also quantify the positional error during the GPS denied period.

5.2. Mission Level Testing

The mission level testing will validate the integration of all RAMROD subsystems. The RAMROD UAS shall fly on
an autonomous flight plan over a 3km square search area and gather RF interference data as well as true GPS position
data. The RAMROD system will be flown through a GPS denied area 500 meters in radius. Once the RAMROD
system detects an increase in GPS signal strength (indicating the presence of a PPD) the autopilot system will switch
from a GPS guided flight mode to an inertially guided flight mode. During this time, the inertial navigation system will
log position estimates that will be used in the localization algorithm. At least five trials with different PPD locations
will be completed to include edge cases where a PPD is located on top of a way point. This is illustrated in Figure
10, where Trial 2 depicts the case where the PPD is located on a way point at the edge of the search area. The
target threshold for inertial drift is 40m in any direction, and this will be verified for straight and level flight as well
maneuvers in the GPS denied state.

Figure 10: GPS Denied Flight Testing
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