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2.0 Improved Parrot AR.Drone 2.0 Quadrotor 

2.1   Conceptualization 

 The purpose of the SIVAQ project is to improve on the functionality of the Parrot AR.Drone 2.0, 

providing consumers with a highly capable autonomous quadrotor that can detect GPS radio frequency 

interference (RFI). The drone, as manufactured by Parrot, consists of many practical components such as a 

battery that can power the drone for 12 minutes of flight, a high definition camera, and a Linux operating 

system. For the project, an electronics hardware system will be integrated onto the drone with an improved 

battery and a supplementary sensor of ambient conditions. This system will allow the drone to navigate using 

GPS and concurrently scrutinize the incoming signal for foreign interference. In order to take full advantage 

of the improved battery and to interface the drone with the electronics hardware, a long-range communication 

device. If the drone detects a malicious, misleading signal during flight, it will attempt map the area of 

influence and provide an approximate location of the RFI device; and potentially return to the launch site. 

2.2   System Architecture and Operation 

 To elucidate the features of the modified AR.Drone 2.0, a functional block diagram is given in Figure 1. 

As exemplified by the diagram, the primary electronics hardware package includes a processing unit and I/O 

device, external memory for storing data, an upgraded battery, and a GPS receiver. Fundamentally, the 

processing unitI/O device must have a sufficient amount of I/O pins to communicate with the GPS receiver, 

long-range communication device, and external memory, and sensor. Software must be developed for the 

drone so that it is able to navigate through waypoints specified on a map. 

 Figure 2 models the concept of operation for the drone. In addition to the drone itself, a ground station is 

required for specifying waypoints for the drone to autonomously travel through. The long-range 

communication device must adequately transmit recorded data and the status of the drone to the ground 

station. Software on the drone must be multi-threaded so that the drone can simultaneously run its control 

algorithms and monitor the incoming GPS signal for a malicious attack. 

 

  



2.3   FBD 

 

  

 
Figure 1: SIVAQ Functional Block Diagram 
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2.4   CONOPS 

3.0 Design Requirements  

Mission Statement and Mission Objectives 

Reference Description Parent Ref Applicable Documents 

G1 Augment the capabilities of the AR.Drone 
2.0 such that it flies autonomously with a 
predetermined flight path, records and 
relays data, and circumvents GPS RFI 
attacks. 

SeniorProjects-
dma-2013 

 
 

P01 Establish a system that can detect malicious 
GPS RFI. 

G1  

P02 Install long range communication hardware 
on the drone. 

G1  

P03 Develop software for communication, data 
processing, and piloting of the drone by 
selecting waypoints on a map. 

G1  

P04 Fly to and capture video data from any 
target within a 3km radius of the vehicle’s 
ground station.  

G1  

 

Figure 2: Concept of Operations 
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Definition of Requirement Levels 

Level 0 - Platform Requirements 

Mostly customer driven definition of platform for subsystems. Platform requirements drive the following 

requirements and constraints. What is the most important goal? Why is this platform the best fit? 

 

Level 1 - Functional Requirements 

Given by the customer, or developed from the market research. Operational testing is needed to validate that 

the desired functions are present and serve the intended purpose. Did you build the right thing? 

 

Level 2 - Design Requirements 

Design and performance constraints as well as non-design specific functional requirements specific to this 

project. What shall the subsystems do before system integration? Choices incorporated from trade studies. 

Characterization testing against models is needed to verify that design requirements are satisfied: Did you 

build the thing right (well enough)? 

 

Level 3 - Specifications/Constraints 

"Shall" statements define what the component must do before being integrated into a particular subsystem. No 

room for design in this section, only instruction for building. This section includes subsystem budgets (allocate 

a certain amount of power, mass, volume etc. in subsystem components) and functional requirements. 

Acceptance testing (simple measurement) verifies that specifications have been met: Did you check all the 

boxes? 

 
 

 

Platform Requirements 

Reference Description Parent Ref Applicable 
Documents 

Verification 
Method 

Notes/Comments 

0.QUAD.1 SIVAQ (Signal Integrity 
Verifying Autonomous 
Quadrotor) project shall 
utilize ultra-low cost 
(<$500) UAV platform, 
namely AR.Drone 2.0, 
per customer 
requirement.  

G1   Customer 
Requirement  

0.GRN.1 Design a ground based 
control system using a 
Linux based notebook 
that a user will access 
through a GUI to select 
waypoints for 
the quadrotor to 
follow.  The command 
center will also be able 
to process data received 
from the quadrotor and 
display it to the user. 

G1  A 
demonstration 
that a user will 
be capable of 
uploading 
commands to 
the vehicle and 
receive 
processed data 
from the 
mission will be 
conducted 

 

 



 

Functional Requirements 

Reference Description Parent Ref Applicable 
Documents 

Verification 
Method 

Notes/Comments 

1.QUADFR.1 SIVAQ shall travel 
autonomously via 
predetermined 
waypoints while 
maintaining pseudo 
range accuracy of 7.8 
meters (TBR) at 95% 
confidence level. 

G1 
0.QUAD.1 
 

 Position accuracy 
is to be verified in 
Professor Eric 
Frew’s lab. 

Accuracy of 
instruments not 
of superlative 
importance as 
cost is driving 
factor in 
component 
selection. 

1.QUADFR.2 
 

SIVAQ shall monitor 
GPS information 
integrity and detect 
radio frequency 
interference. Signal 
shall be considered 
compromised if 
confidence of RFI is 
80% (TBR) or greater. 

P01 
0.QUAD.1 
 

 RFI detection to 
be verified via 
AGC monitoring 
and signal 
consistency 
checks. During 
field-testing RFI 
signal will be 
simulated and 
sent directly to 
software through 
the 
communication 
link to verify 
required 
response. 

Multiple methods 
of RFI detection 
will be employed 
in order to detect 
a wide range of 
low-complexity 
RFI techniques. 

1.QUADFR.3 
 

SIVAQ shall map RFI 
area while 
maintaining accuracy 
of position at 7.8 
meters (TBR) at 95% 
confidence level. 

G1 
P02 
0.QUAD.1 
 

 Position accuracy 
is to be verified in 
Professor Eric 
Frew’s lab. 

Accuracy of 
instruments not 
of superlative 
importance as 
cost is driving 
factor in 
component 
selection. 

1.QUADFR.4 
 

SIVAQ shall return to 
ground station once 
mission is completed 
or at 30% (TBR) 
battery life 
remaining.   

0.QUAD.1 
 

Transmit data Field test to verify 
required response 
to mission 
completion or low 
battery.  

Accuracy of 
instruments not 
of superlative 
importance as 
cost is driving 
factor in 
component 
selection. 



1.QUADFR.5 SIVAQ shall loiter for 
at least 1 minute 
while capturing 
overhead images of 
specified area. Video 
data should allow 
users to identify a red 
target 3 ft

2
 in a 100 

ft
2
 field. 

G1 
0.QUAD.1 
 

 Pursuit team and 
ground control 
team will verify 
loiter time and 
location match 
expected/ 
predetermined 
location. Ground 
station team to 
verify image 
quality 
requirement.  

Accuracy of 
instruments not 
of superlative 
importance as 
cost is driving 
factor in 
component 
selection. 

1.QUADFR.6 Finalized SIVAQ cost 
shall be less than 
$750 (TBR) in 
components.  

G1 
0.QUAD.1 
 
 

 Financial lead will 
verify finalized 
system cost.  

Stock vehicle is 
$299, thus budget 
of $451 for 
additional parts. 
Cost of testing 
and components 
not included in 
finalized vehicle 
not included in 
$750 budget.  

1.QUADFR.7 SIVAQ shall be 
operational in open 
terrain and in 
conditions of ideal 
weather (no 
precipitation and no 
wind). 

G1 
0.QUAD.1 
 

 TBD Field-testing 
will verify SIVAQ 
meets functional 
requirements in 
ideal conditions.  

 

1.QUADFR.8 SIVAQ shall be 
equipped with a long-
range, two-way 
communications 
device. 

G1 
P03 
0.QUAD.1 

Data 
Transmission 
trade 
study.doc 

Field-testing will 
verify SIVAQ 
meets functional 
requirements in 
ideal conditions. 

 

1.QUADFR.9 SIVAQ shall be able 
to fly to a target 
location within a 3km 
radius area, capture 
video data for 1 min 
to scan for a target 
on the ground, then 
return home. 

G1 
P04 

 Field-testing will 
verify SIVAQ 
meets functional 
requirements in 
ideal conditions. 

 

1.GRNFR.1 
 

A GUI will be 
designed which 
allows the user to 
select waypoints and 
specify the mission.  
This will also be the 
primary way the user 
will view data sent to 
the command center 
during the mission. 

0.GRN.1  A demonstration 
of the user 
specifying the 
mission and 
receiving data will 
be conducted. 

 



1.GRNFR.2 
 

The command center 
must be able to 
receive data sent 
from the vehicle for 
processing. 

0.GRN.1  A ground test will 
be done to find if 
the command 
center is able to 
receive 
information from 
the vehicle. 

 

 

Design Requirements 

Requirement Description Parent 
Requirement 

Applicable 
documents 

Verification 
Method 

Notes/Comments 

2.QUADDR.1 
 

Autonomous 
navigation system 
hardware shall 
consist of GPS 
receiver/antenna 
that interfaces with 
TBD processing 
unit and I/O device, 
and has provide 
accuracy of 7.8 
meters (TBR) at 
95% confidence 
level. 

1.QUADFR.1 
1.QUADFR.6 

 TBD ground 
testing will verify 
interface. TBD 
Position accuracy 
to be verified in 
Professor Frew’s 
lab. 

 

2.QUADDR.2 
 

Autonomous 
navigation system 
software shall 
interface with 
existing AR.Drone 
2.0 software that 
controls movement 
and maintains 
stability.  

1.QUADFR.1 
 

 TBD ground 
testing will verify 
interface. 

 

2.QUADDR.3 
 

Autonomous 
navigation system 
software shall have 
signal processing 
functionality to 
allow accuracy of 
7.8 meters (TBR) at 
95% confidence 
level. 

1.QUADFR.1 
 

 TBD ground 
testing will verify 
signal processing 
functionality.  

 

2.QUADDR.4 
 

Autonomous 
navigation system 
software shall 
interface with 
autonomous 
navigation 
hardware. 

1.QUADFR.1 
 

 TBD ground 
testing will verify 
interface. 

 



2.QUADDR.5 
 

RFI detection 
system hardware 
shall consist of GPS 
receiver/antenna 
that interfaces with 
TBD processing 
unit and I/O device.  
GPS 
receiver/antenna 
must output AGC,  
or phase delay, bit 
delay, ephemeris 
and/or clock 
information 
necessary for RFI 
detection method.  

1.QUADFR.2 
1.QUADFR.6 

 TBD ground 
testing will verify 
interface. 

Multiple methods 
of RFI detection 
currently under 
investigation. 
Some will require 
output of 
parameters, such 
as AGC, that are 
not normally 
reported to end-
users.  

2.QUADDR.6 
 

RFI detection 
system software 
shall enable 
autonomous 
detection of RFI. 
Signal shall be 
considered 
compromised if 
confidence of RFI is 
80% (TBR) or 
greater. 

1.QUADFR.2 
1.QUADFR.6 

 TBD ground 
testing will verify 
RFI signal 
detection. TBD 
flight-testing will 
verify expected 
decision made by 
autonomous 
navigation 
system.  

Multiple RFI 
detection methods 
are currently under 
investigation. It is 
likely multiple 
methods of RFI 
detection will be 
tested further.  

2.QUADDR.7 
 

RFI detection 
system software 
shall interface with 
RFI detection 
system hardware.  

1.QUADFR.2 
 

 TBD ground 
testing will verify 
interface. 

 

2.QUADDR.8 
 

SIVAQ mapping 
software shall map 
area of 
compromised 
signal by 
determining edge 
of compromised 
signal influence. 

1.QUADFR.3 
 

 TBD flight-testing 
will verify 
expected 
mapping process.  

SIVAQ mapping 
software interfaces 
with RFI detection 
software to 
determine the 
radius of influence 
of compromised 
signal based on 
GPS signal 
confidence levels. 

2.QUADDR.9 
 

SIVAQ mapping 
software shall 
interface with RFI 
detection system 
software. 

1.QUADFR.2 
1.QUADFR.3 
 

 Ground testing 
that the two 
systems can 
interface with 
each other. 

 

Comment [A1]: The below (removed) was not 
necessary because: 
1. We are keeping it simple, AGC route only 
2. The GPS Spoof trade study has options that do 
not require AGC from the GPS module 



2.QUADDR.10 
 

If GPS signal is not 
considered 
compromised, 
autonomous 
navigation system 
shall guide SIVAQ 
to ground station 
(using GPS) once 
mission is 
complete, or at 
30% (TBR) battery 
life remaining, 
while maintaining 
position accuracy 
of 7.8 meters (TBR) 
at 95% confidence 
level. 

1.QUADFR.1 
1.QUADFR.4 
 

 Flight-testing to 
determine if the 
GPS navigation 
can control 
SIVAQ to the 
designated 
requirements. 

 

2.QUADDR.11 If GPS signal is 
considered 
compromised, 
autonomous 
navigation system 
shall guide SIVAQ 
to ground station 
(using inertial 
sensors) once 
mission is 
complete, or at 
30% (TBR) battery 
life remaining, 
while maintaining 
position accuracy 
of 7.8100 meters 
(TBR) at 95% 
confidence level. 

1.QUADFR.1 
1.QUADFR.4 
 

 Flight-testing to 
determine if 
SIVAQ can meet 
requirements 
with 
compromised 
GPS. 

 

2.QUADDR.12 
 

Autonomous 
navigation system 
shall interface with 
inertial sensors. 

1.QUADFR.1 
1.QUADFR.4 
 

 Ground testing to 
determine if the 
navigation 
system can 
interface with the 
sensors. 

 

2.QUADDR.13 
 

SIVAQ shall 
incorporate 
upgraded battery 
(capacity TBR) to 
support increased 
range and sensors 
added to stock 
AR.Drone 2.0 that 
fulfill functional 
requirements.   

1.QUADFR.1 
1.QUADFR.2 
1.QUADFR.3 
1.QUADFR.4 
1.QUADFR.5 
1.QUADFR.6 
1.QUADFR.7 
 

power.xls Flight-testing to 
ensure there is 
enough power to 
fulfill the 
functional 
requirements. 

 

Comment [A2]: Why 100? This should be based 
on the error of civilian GPS – or did I miss 
something? 



2.QUADDR.14 
 

SIVAQ shall 
maintain hover 
stability of 
AR.Drone 2.0. 

1.QUADFR.5 
 

 Flight testing to 
determine if 
SIVAQ can hover 
after being 
modified. 

 

2.QUADDR.15 
 

SIVAQ shall include 
custom fuselage to 
house autonomous 
navigation system, 
RFI detection 
system, upgraded 
battery, and any 
additional sensors 
required to fulfill 
functional 
requirements. 

1.QUADFR.1 
1.QUADFR.2 
1.QUADFR.3 
1.QUADFR.4 
1.QUADFR.5 
1.QUADFR.6 
1.QUADFR.7 
 

 Verify all 
electronics are 
housed in the 
fuselage. 

 

2.QUADDR.16 Communications 
systems must be 
capable of 
receiving mission 
commands (such as 
GPS waypoints, 
vehicle kill 
commands and 
switch to manual 
control), 
transmitting real-
time telemetry and 
downlinking data 
stored on internal 
media. 

1.QUADFR.8    

2.QUADDR.17 Battery shall 
enable intended 
vehicle mission of 
flight to a target 
within 3 km radius, 
video capture and 
return home. 

1.QUADFR.9  Flight testing 
shall verify 
battery life 
capabilities. 

 

2.GRNDR.1 
 

The user shall be 
able to select 
waypoints in the 
GUI by either 
clicking on a map 
or giving latitude 
and longitude 
coordinates. 

1.GRNFR.1  A demonstration 
of the user 
mapping the 
flight plan using 
the GUI will be 
conducted. 

 

2.GRNDR.2 The GUI shall be 
able to send data 
to the vehicle prior 
to take off, 
detailing the 
mission profile. 

1.GRNFR.1  A test will be 
done to 
determine if the 
vehicle is able to 
upload 
commands. 

 



2.GRNDR.3 The GUI shall allow 
the user to 
override the 
autonomous 
autopilot and fly 
the vehicle using 
the GUI to control. 

1.GRNFR.1  Flight-testing that 
the user can 
override and fly 
the vehicle using 
the GUI. 
 

 

2.GRNDR.4 The GUI shall 
receive telemetry 
from the vehicle 
during flight and 
display it to the 
user.  

1.GRNFR.1  A demonstration 
of the data taken 
from the flight 
will be done. 

 

2.GRNDR.5 A receiver that is 
able to receive 
data from the 
vehicle, which 
must be able to 
mechanically 
connect to the 
Linux notebook 
must either be 
designed or 
purchased. 

1.GRNFR.2  Ground testing 
that the receiver 
can obtain data 
from vehicle. 

 

2.GRNDR.6 It is necessary that 
there is software 
capable of sending 
data obtained by 
the communication 
link to the Linux 
notebook through 
an electrical link. 

1.GRNFR.2  Ground testing 
that the Linux 
notebook can 
obtain data from 
the receiver. 

 

2.GRNDR.7 If the vehicle 
determines its GPS 
signal integrity to 
be compromised, 
the GUI will 
present the user 
with the option of 
asking the vehicle 
to return home or 
attempt to map the 
RFI area until 
battery reaches 
10% (TBR), land, 
and transmit RFI 
mapping as well as 
last known position 
so the user may 
attempt to find the 
vehicle at a later 
time. 

1.GRNFR.1 
1.GRNFR.2 

 Ground testing to 
verify proper 
response of the 
GUI to vehicle 
data.  

 



 

Specifications/Constraints 

Requirement Description Parent 
Requirement 

Applicable 
documents 

Verification 
Method 

Notes/Comments 

3.QUADSC.1 SIVAQ shall not 
weigh more than 
AR.Drone 2.0 (with 
indoor hull) + 30% 
(TBR). 

2.QUADDR.1 
2.QUADDR.5 
2.QUADDR.13 
2.QUADDR.14 
2.QUADDR.15 
 

mass.xls Ground testing to 
confirm weight. 
Flight testing to 
confirm payload 
capacity. 

 

3.QUADSC.2 SIVAQ shall comply 
with all COA 
regulations. 

2.QUADDR.6 
2.QUADDR.8 
2.QUADDR.10 
2.QUADDR.11 
2.QUADDR.13 
2.QUADDR.14 
2.QUADDR.15 
 

 Application 
approval. 

 

3.QUADSC.3 SIVAQ shall comply 
with all laws 
governing RFI. 

2.QUADDR.5 
2.QUADDR.6 
2.QUADDR.7 
2.QUADDR.8 
2.QUADDR.9 
 

 Review RFI laws.  

3.QUADSC.4 SIVAQ must be able 
to receive vehicle 
land or kill 
commands at any 
point during its 
flight 

2.QUADDR.16    

4.0 Key Design Options Considered  

 For this project different sets of design options were considered. Since the vehicle was designated by the 

customer, the following design options were considered: various software languages to be used to code with the AR 

Dronev2.0, methods of detecting loss of GPS signal integrity, how data will be transmitted to the vehicle, and how 

the vehicle will navigate to the starting location without the use of GPS.  

4.1 Onboard Control Software Trade Study 

 4.1.1 Linux + Custom Software 

 Using the existing AR Drone API the team would develop custom software that would add all needed 

functionality including the autopilot. This software would be developed in C and would be reliant on the 

external microcontrollerprocessing unitI/O device to communicate over any medium except Wi-Fi.  

Pros Cons 

       Guaranteed to work with the AR-Drone 2.0 Added complexity to design as the team would have to 

develop all of the functionality for the drone. This 

includes navigation and control transforms. 



Full control of the software, all missing features can 

simply be added 

No parallelism by default, team would have to integrate 

either an interrupt drive infrastructure or depend on a 

threading library. 

 SDK does not allow access to edit the embedded 

software; there is little documentation  

 

 4.1.2 Linux + Urbi Control Software 

 Using the Urbi software platform as a base, the team would develop the software on two tiers, a lower 

tier for performance critical modules, and a higher tier for the more complex module. The lower tier would 

be written in C++ and the higher tier would be developed in UrbiScript a high level built on python. 

 

Pros Cons 

Automatic parallelism gives a performance boost as well 

as removes the risk of parallel-based problems like 

Deadlock. 

Closed source, if we want new features that are not in 

the core base, there isn't any real way to implement these 

new features. 

Most of the lower level controls (speed, altitude 

cameras) have already been implemented for us. 

Supports AR-Drone 1.0 directly 

 

 

 4.1.3 Linux + AutoPylot Control Software 

 The AutoPylot program is a free/open-source framework that implements a fully autonomous autopilot 

for several different quad-copters. It is developed concurrently in C, Python and MATLAB and supports 

the AR Drones control algorithms.   

Pros Cons 

The existing autopilot supports ball tracking as well as 

locally spaced waypoints (x,y,z) making development 

easier 

When not running C code, the ball-tracking loop is 

extremely unresponsive. If we are only running C code, 

this option is exactly the same as the custom firmware 

above, with additional communication overhead. 

The MATLAB code-base compliments the teams skills 

well and would allow for rapid prototyping 

Currently, the framework is only supported by one man 

and one singular development environment. This limits 

the teams ability to debug infrastructure errors as well as 

puts a constraint on the GUI development, 

  

4.1.4 Linux + Paparazzi Control Software 

 Paparazzi is an open-source, cross-platform autopilot framework. It supports GPS data based 

waypoints as well as several other sensors. The core Paparazzi framework is written in C, however it 

interfaces with XML for specific settings.  



Pros Cons 

Paparazzi currently supports the AR drone and thus 

gives the team a good starting place. 

The XML base configuration will require additional 

setup time which will slow down development, every 

single change in the hardware has to be reflected in the 

XML 

Understands GPS natively and can convert GPS 

coordinates to routes for the team. 

Paparazzi uses its own control loop, which is less 

optimized for the AR Drone’s default control system. 

 Paparazzi requires specific hardware to run such as 

certain types of microcontrollers. 

 

  

 

 

 

 

 

4.1.5 ROS (Robotic Operating System) + Custom Software 

 The Robotic Operating System is a suite of tools and libraries that have been designed explicitly for 

robotic operations. It supports C++, and Python natively, and has module support for the AR Drone. 

Pros Cons 

ROS is an operating system that has been optimized for 

embedded level infrastructure. This will give better low-

level performance than the default AR drone Firmware. 

Complexity increases exponentially if forced to use C++ 

Development can be done in Python and sped up 

considerably using Pypy, which runs natively on ROS.  

Would have to implement our own version of the control 

algorithms 

 Less support for the operating system then Linux 

 

4.2 Methods of Detecting Loss in GPS Signal Integrity 

4.2.1 Measuring Automatic Gain Control (AGC) 



Automatic Gain control is an adaptive system 

that is found within GPS receivers. These control 

systems feedbacks the average output signal level 

and adjusts the gain to an appropriate level. This is 

used in GPS to increase the gain obtained from the 

GPS satellites to a level appropriate for the GPS 

receiver. This can be used to detect false GPS 

signals due to the fact that a false signal will be 

much stronger than the satellites’ signals. Thus the 

AGC levels will drop in the face of a strong signal 

alerting the pilot of a loss of signal integrity. 
1 

 

 

 

 

 

 

 

 

 

 

Pros Cons 

Accurately detects false GPS signals regardless of the 

method used to capture the vehicle 

Not accessible from many commercial GPS receivers 

Is included on a GPS receiver so no mass is added AGC measurements are variable in normal operating 

conditions 

 

 

4.2.2 Referencing Wi-Fi Positioning System (WPS)  

Wi-Fi positioning is used in places where GPS is inadequate such as indoors. This system uses 

wireless access points in urban areas to obtain a position fix. The device periodically creates these 

access points while it is connected to Wi-

Fi. The WPS also obtains Received 

Signal Strength Indicator (RSSI) 

readings based on the strength of the 

current Wi-Fi at those access points. 

Then begins Wi-Fi Fingerprinting, which 

creates a radio map of a given area based 

on the RSSI data at different access 

points. This generates a probability 

distribution of RSSI values for a given 

(x, y) location. Then the live RSSI values 

are compared to the fingerprint to find a 

closest match and generate a predicted 

(x, y) location
2
.
 
This position can then be 

compared to the GPS position to look for 

possible errors that would results from a 

Figure 3. AGC levels during loss of signal integrity
1
 

 

Figure 4. Triangulation of Wi-Fi Networks to obtain a position fix 



loss in signal integrity.  

Pros Cons 

Simple method of determining Signal strength AR Drone is flying and the Wi-Fi positioning only 

provides (x, y) locations with no z-direction 

AR Drone is designed on a Wi-Fi platform making 

integration easy. 

Must boost Wi-Fi signal as it will be lost in 3km 

distance. 

Wi-Fi signal won’t be lost when GPS signal integrity 

is lost 

Does not have good accuracy (>20m) 

 

 
4.2.3 Data Checking with Other Satellite Systems (GIONASS) 

Most positioning systems acquire the position through the 

use of GPS (Global Positioning System). This requires the 

receiver to connect to at least four GPS satellites to obtain a 

position fix. Recently, Russia has developed their own 

positioning system called GLONASS (Global Navigation 

Satellite System). This is the only alternative navigation 

system in operation with global coverage and of comparable 

precision to GPS. It is possible to combine the two to obtain a 

better position fix. This is done through the addition of a 

Global Navigation Satellite System (GNSS) module that has 

access to both GLONASS and GPS. The combination of 

multiple satellite systems results in the receiver always 

connecting to at least four GPS satellites resulting in more 

accurate data
3
.
 
This is used to detect a loss of signal integrity 

by the fact that the two different satellite systems transmit on 

different frequencies. The two satellite systems could be 

integrated in such a way that they check the position obtained 

with the other satellite system. When one of the systems fails 

it would be known that signal integrity is lost because the false 

GPS signal can only take over one of the systems leaving the 

other operational.  

 

Pros Cons 

Provides more accurate position data and improves time 

to first fix 

Addition of material to connect to both systems 

results in more mass 

If one signal’s integrity is lost it can be compared to 

other system 

The signal of both systems could become falsified 

 Adds complexity 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. Combination of GPS and 

GLONASS satellites. 

 



4.2.4 Multi-Antenna Spatial Processing (MASP) 

 

Figure 6. Vehicle receiving both authentic and malicious data 

 All but the most complex spoofers will send multiple counterfeit GPS signals from one single antenna, 

while a GPS receiver solves for position using signals from several different satellites. With an antenna array 

a receiver can determine the special orientation of the GPS signals it receives by mapping the steering vector 

towards the location of each signal by analyzing the phase shift of said signal as read by the antennas. If the 

receiver detects multiple signals coming from the same spatial sector it can identify these signals as fake 

because multiple authentic signals will never come from the same location
4
.  

Pros Cons 

Can detect all spoofers except those which are 

logistically complex and send fake signals from 

multiple locations 

Requires antenna hardware to be added to vehicle 

Not affected by multi-path propagation of signal 

reflections because all signals experience the same 

changes  

Requires more complex software that can track both 

authentic and spoofed signals 

Logistic limitations of spoofers that can defeat this 

method. 

Could be defeated by multi-antenna spoofer. 

Can use this information to nullify false signals and 

continue mission in their presence. 

Patented in 2006
5
 

 

4.2.5 L1/L2 Power Comparison 

 GPS satellites transmit information using two carrier frequencies: the L1 frequency at 1575.42 MHz, 

and the L2 frequency at 1227.6 MHz. Each GPS satellite transmits data at these frequencies with pre-

defined power levels. Most low-complexity spoofers will only transmit false GPS signals on the L1 carrier 

frequency at a power strong enough to overcome the authentic data transmission. Therefore, a large 

difference in power between the L1 and L2 signals, or the absence of the L2 signal entirely, can indicate a  

spoofed signal. Monitoring the power level of these signals is a useful technique for detecting RFI, but can 

be overcome by a sSpoofer that emits false signals on both the L1 and L2 frequency
4
. 



Pros Cons 

Easy to monitor Can be easily overcome by a sSpoofer emitting 

false signals on L1 and L2 carrier frequencies. 

Successfully detect single band sSpoofers Most GPS receivers available on the civil market 

monitor only the L1 frequency 

 The L2 carrier frequency is encrypted for use by 

the military. Civilian GPS receivers that can 

monitor the L2 signal are expensive and access can 

be denied by the military. 

  
4.2.6 Signal Consistency Checks (SCC) 

a. Code and Phase Rate Consistency Checks 

 When dealing with authentic GPS signals, doppler frequency and code delay rate are 

characteristics of the relative motion between the GPS satellite and the receiver and, as-such, 

should remain consistent over time. These characteristics are measured using the receiver’s “delay 

locked loop (DLL)” and the “phase locked loop (PLL),” respectively, and can be tapped into to 

and monitored by a user. A low-complexity spoofer that does not maintain consistency with an 

authentic GPS signal will cause these outputs to change in a significant way when they should 

hardly change at all
4
.  

b. Received Ephemeris Consistency Check 

 Each GPS satellite contains information pertaining to the location of other GPS satellites over 

time. A simple spoofer may not mimic this ephemeris data, or it may be inconsistent with 

ephemeris data received by other satellite, alerting the receiver to a potential RFI attack
4
. 

c. GPS Clock Consistency Check 

 Every GPS signal contains some information from that satellite’s onboard clock, which 

should be consistent with the onboard clock information from other satellites. A simple spoofer’s 

internal clock may not be synchronized with the existing GPS satellites, alerting the receiver to a 

potential RFI attack
4
. 

Pros Cons 

Low complexity makes these method easy to 

implement as it only requires minor software 

manipulation 

Only works for the lowest quality spoofers. A spoofer 

that first links up with an authentic signal before 

attempting to mimic can overcome these methods. 

If not the most reliable technique for detecting RFI on 

its own, it can be a simple redundant method 

 

 

 

 

 

 

4.3 Data Transmission 

 The quadrotor relies on the capability to transmit the data gathered at the target location back to the 

ground station. This process can either be done constantly during flight or it can be initiated remotely to occur 

once desired data has been collected. Currently, the stock AR. Drone 2.0 communicates via Wi-Fi, however, a 

stationary Wi-Fi connection cannot remain connected for a distance larger than approximately 100-200 

meters. The connection only needs to be strong enough to transmit navigation data and must be able to 

receive a kill command. Nonetheless, the data transmission range capability of the vehicle will need to be 

upgraded. Several methods of upgrading the data link are outlined below. 



4.3.1 Wi-Fi Signal Repeater

 
 

Figure 7. A Wi-Fi Signal Repeater 

A Wi-Fi signal repeater is a device that retransmits a currently existing Wi-Fi signal. This can be used to 

extend the range of the Wi-Fi signal that is being broadcast by the AR. Drone. Additionally, a repeater can 

act as a midpoint between the two devices that need to communicate via Wi-Fi. 

 

4.3.2 Antenna Modification/Upgrade 

 

 

Figure 8. Example of an antenna upgrade 

Pros Cons 

Able to maintain high quality video link Lower Range  

Significantly increases Wi-Fi range Requires additional power source 

Low cost Subject to interference 

No vehicle modification necessary  

 
  

 
 - 
  



 Modifying the existing antenna could be done a number of different ways. Either, the Wi-Fi antenna on 

the AR. Drone could be modified to increase its range or the antenna on the device receiving the signal, in 

our case a tablet or cell phone, can be modified to receive a much weaker signal. By polarizing the antenna, 

or boosting the signal on either end, the communication range between the two devices can be significantly. 

 

4.3.3 Cellular Data Connection 

 

Figure 9. Example of a 3G/4G Cell Modem 

Pros Cons 

Increases range significantly Maximum range is unknown  

(function of cell tower coverage) 

Small, lightweight (<50g) Requires additional data plan via cell provider 

Provides beacon capability Requires additional ground station setup 

Plug and Play capability Heavy software modification intensive as the vehicle is 

not built to operate over 3G/4G 

 

4.3.4 RF Modem 

This device, usually transmitting in the UHF band, is a simple, 1-channel radio transmitter/receiver, which 

can transmit and receive data over long distances at relatively high data rates. A similar device would be 

required on the vehicle and at the ground station. 

Pros Cons 

Significant range extension Not useful for multichannel control (manual control) - 

may require additional communication device 

High data rates High power consumption* 

Simple to implement Somewhat dependent on line of sight 

Small, lightweight  

*Transmit power is software adjustable, essentially making power consumption adjustable 

 

 

 

 

 

 

 A cellular modem uses pre-existing cellular towers to communicate with the 

computer at the ground station, using basic internet connectivity. This could provide 

a high-rate communications link with the ability to stream telemetry, including live 

video, which would allow real-time flight using first person view. The vehicle itself 

comes with an external female USB port, so interfacing these two devices 

physically is straightforward. 



5.0 Trade Study Process and Results  

Below are the results of the trade studies obtained from all the design choices in section 4.0  

5.1 Onboard Control Software Trade Study 

Metric  Description 
Language Complexity The language complexity was scored on 3 factors: how well the team knew the 

language, whether it was interpreted or compiled, and if it was based on Object 

Oriented (OO) design or not.  Because of these factors, we derived a scoring system 

of 5 points for MATLAB, 4 points for Python 3 points for UrbiScript 2 points for C 

and 1 point for C++. The goal of this scale was to balance the 5 languages across our 

entire rating spectrum as well as demonstrate the difficulty for our team to learn and 

develop in the given language. This was rated as important to our team as it effects 

our overall time budget 

Performance To assess the performance of various software frameworks, videos of the drone 

tracking a ball or flying through waypoints were analyzed. The faster reaction the 

drone had to ball motion or commands, the better the performance and the higher 

score given. This was rated as less important as the drone has a 1GHz ARM processor 

that is fairly powerful.  

Design Complexity The design complexity was calculated by subtracting a certain amount of points for 

each part of the system that our requirements needed, that the system did not support 

starting at 5 points. The following list was derived.  

 -0.5 Detect RFI  

 -0.5 Plot a path between two x,y,z points  

 -1 Convert drone's navigation into x,y,z centric navigation  

 -0.25 Log and store data  

 -1 Understand kill command (Sockets)  

 -0.25 Store/load route  

 -1 Maintain stability  

 -0.5 Parallelism/Interrupts 

This was rated as less important for our design because there was no framework that 

did it all, and because most of the frameworks were similar in score.  

Support A software framework option is considered to have good support based on if there is 

sufficient documentation, the size of the user base, and whether or not it is closed or 

open source. This was rated as moderately important to the group because without 

support development becomes much more difficult.  

Drone Control Drone control is a measure of how much access we have to the Parrot AR Drone 

control algorithms. This metric can have one of three values. It is a 5 if we have direct 

access to the AR control algorithm, a two point 2.5 if the framework has derived their 

own control algorithm, and a 1 if we will have to implement our own control 

algorithm. This was rated as important for our group as the AR Drone's control 

software was a large factor in our decision to use it.  

*It should be noted that a value of 1 is the worst, while a value of 5 is the best. 

 

 

 

 

 



Table 1. Trade Study of Onboard Control Software 

 
Weight 

Custom 
Software 

Urbi 
AutoPylot 
MATLAB 

AutoPylot 
Python 

AutoPylot 
C 

Paparazzi 
ROS  

Python 
ROS C++ 

Language 
Complexity 

25%  2 2 
(1/3) 

5 4 2 2 4 1 

Performance 15% 4.5 4 1 1.5 4 4.5 2.5 5 

Design 
Complexity 

15%   2 3 2.5 2.5 2.5 2.5 1 1 

Support 20% 1 1 2 2 2 3.5 3 3 

Drone Control 25% 2.5 5 5 5 5 2.5 1 1 

Total 100% 2.3 3.0 3.425 3.25 3.125 2.875 2.375 2.0 

 

5.2 Methods of Detecting Loss in GPS Signal Integrity  

 The table below outlines the different parameters considered when deciding which of the alternative anti-

RFI methods will be used in the baseline design for the SIVAQ project. 

Metric  Description 

Mass The addition of hardware to the vehicle in order to implement each method of RFI requires the 

consideration of mass limitations for the AR Drone 2.0 vehicle. Several additional pieces of 

hardware will be added to the vehicle through the course of the project, so if the method 

requires additional hardware smaller is better. 

Effectiveness This metric relates to the effectiveness of each method for detecting spoofed signals accurately. 

Some methods may produce a false positive for spoof detection based on the configuration of 

the system and the variable being looked at. Methods that detect RFI based on noise 

characteristics may not be able to distinguish RFI from some instances of true noise.  

Applicability Spoofers use various techniques to produce false signals and trick the receiver, be It 

manipulation of power, data rate, or sending false signals from various locations or multiple 

antennas. This metric describes the scope of RFI techniques the method can detect.  

Complexity Adding hardware requires the implementation of interfacing systems as well as software 

development to communicate with other electronics onboard the vehicle, increasing the 

physical complexity of the vehicle and the level of software development required for operation 

of the vehicle. 

Availability If the method in question analyzes part of the received GPS signal to authenticate the source, is 

that part of the signal easily accessible on the average civilian GPS chip available on the 

market. Some methods may not require GPS signal processing, while others may require 

processing on part of the signal that is not typically output on civilian GPS receiver chips. 

Cost The procurement of hardware for the given method of spoof detection requires the 

consideration of cost and project limitations. The customer desires the total cost of the vehicle 

to be less than $750 for the entire system, including all other electronics and software necessary 

for development. Therefore, while purchasing the hardware necessary to implement each 

method will most likely remain within the $5000 budget, it is still an important consideration 

for design. 

Testability This metric refers to how practical it will be to verify and test the method. Sending actual 

spoofed signals is illegal, so the time and effort involved in finding a way to mimic RFI in order 

to test each method of spoof detection needs to be considered. There may be some methods of 

spoof detection that cannot be tested using the resources of the university or customer. 

 *It should be noted that a value of 1 is the worst, while a value of 5 is the best. 



 There are a plethora of parameters that can be used to compare these anti-RFI alternatives, but only the 

seven most applicable parameters were chosen for the trade study. Of the parameters not chosen for the trade 

study are power and mechanical considerations. All of the anti-RFI techniques under consideration involve 

some type of software program and/or hardware component implementation, meaning that they all require a 

small amount of power for their intended use. While this is an important consideration in overall design of the 

vehicle, it is dependent upon the type of battery to be used, which is a design decision that will be made after 

feasibility studies are conducted. Ultimately, the power source for the vehicle will be chosen in order to 

accomplish the anti-spoof mission. Mechanical considerations were not factored into the trade study because, 

while most of the methods considered involve some hardware to be mounted on the vehicle, they will be 

mounted as a package that will include all other electronic components of the project, at which time the 

mechanical characteristics of the vehicle will be analyzed. 

Table 2: Trade Study of Spoof Detection Alternatives 

 Weight AGC WPS GLONASS MASP L1/L2 SCC 

Mass 15% 4 2 2 1 4 5 

Effectiveness 12% 3 1 5 4 3 2 

Applicability 15% 4 5 1 3 2 2 

Complexity 12% 2 3 4 1 5 5 

Availability 18% 2 2 3 2 1 3 

Cost 10% 5 3 5 2 1 4 

Testability 18% 4 3 4 1 1 5 

Total 100% 3.38 2.73 3.29 1.94 2.32 3.73 

 

 

 

 

 

 

 

 

 

 

 

 

 



5.3 Data Transmission 

Trade Study Objects Reason for inclusion 

Mass The AR. Drone Quadrotor is inherently an ultra-lightweight vehicle, just 420g total. 

Also, its built in control algorithms are designed for the stock vehicle. Adding any 

weight at all is going to alter the integrity of these control algorithms and the overall 

stability of the vehicle. The mass of additional payloads must be carefully considered if 

the vehicle is to maintain its ability to fly. 

Power Consumption Battery life is essential to the vehicle. While a battery upgrade option is being 

considered, the stock vehicle battery is a LiPo (Lithium Polymer) 1000mAh battery. 

Parrot claims this battery provides around 10-15 minutes of hover time. Adding 

additional electronics to the vehicle can potentially have significant impact on the total 

flight time that the vehicle is able to achieve. 

Implementation Interfacing the receiver with the vehicle itself will be essential for success. Currently, 

the vehicle contains built in Wi-Fi capability and the device is controlled via a 

connection to a mobile device. The difficulty in modifying or maintaining the built in 

communication system must be considered when choosing a communication solution. 

Cost A large reason the AR. Drone 2.0 is being used for this project is because of its already 

low cost. Maintaining this low cost (< $750) is a design requirement and thus cost of 

additional hardware must be included for consideration. 

Signal Reliability Maintaining the link between the ground station and the vehicle is necessary to maintain 

legality and to receive live telemetry information. If the connection were to disconnect 

or become compromised, the vehicle would be out of the control of the pilot and thus 

must be considered. 

Data Rate The rate at which data is both transmitted and received is mostly important for the video 

data that the vehicle logs. The customer has tentatively implemented a requirement that 

states that the vehicle must maintain a live video feed even during autonomous flight so 

that the user could take over the vehicle if an obstacle was spotted in the field of view. 

The transmission rate necessary to maintain live video is much larger than simple text 

data and thus the rate at which the data can be sent must be carefully considered. 

 All values for the trade study seen below were chosen based on research. Several devices in each 

category were assessed and values for all the trades were averaged to compile final numbers. The range 

chosen is based on a 1-5 scale with 1 being worst and 5 being best. 

Table 3. Trade Study of Data Transmission 

 
Weight 

Signal 

Repeater 

Antenna 

Modification 
Cellular RF Modem 

Mass 15% 5 5 3 4 

Power Consumption 10% 5 5 4 3 

Implementation 20% 1 3 1 4 

Cost 10% 3 2 3 1 

Range 15% 4 2 5 5 

Signal Reliability 20% 3 4 5 2 

Data Rate 10% 4 5 4 4 

Total 100% 3.35 3.65 3.50 3.35 

 



6.0 Selection of Baseline Design  

6.1 On Board Control Software 

 The goal of this trade study was to determine the optimal framework for development of the software that 

runs on the AR Drone. This software will handle everything from route planning and navigation to storing 

inertial data and detecting RFI. As shown in Table 1, there exist 5 options available each with their own 

benefits and drawbacks and by evaluating the different options, the team has determined a solution. However, 

a feasibility study may alter the results of this trade study.  

 For our purposes the AutoPylot framework was selected as it gives the most functionality with the best 

control algorithm. Furthermore we have chosen to use the MATLAB programming language portion of 

AutoPylot. This was chosen because the team has the most familiarity with MATLAB, which will shorten 

development time.  

 

6.2 Methods of Detecting Loss in GPS Signal Integrity 

 Table 2 is the trade study conducted on alternative measures of detecting GPS RFI. All but the L1/L2 and 

SCC methods involve adding additional hardware, increasing the overall mass of the vehicle and limiting 

vehicle performance. The L1/L2 and SCC methods only involve software processing as a means of spoof 

detection and add no additional mass to the system. In regards to effectiveness, GLONASS has an accuracy 

equivalent to GPS of approximately 2.5 meters, making it the most effective method at detecting RFI, while 

using Wi-fi positioning is only accurate to within 20 meters, making it the least effective at detecting RFI. 

When it comes to complexity, implementing an antenna array with multiple antennas of know orientation 

relative to each other is much more complex than any of the other methods which may involve the integration 

of a single chip or some simple software development. There are some methods of spoof detection that 

involve using electrical components that aren’t readily available on some GPS receiver chips. AGC output, 

for example, is rarely given as an output on civilian receivers and will therefore require some extra work to 

extract the desired signal information. GLONASS receivers, on the other hand, are readily available in the 

civil market, and SCC signal characteristics are generally outputs of the average GPS receiver chip. Cost is an 

important consideration for the implementation of each method. SCC don’t require the purchase of any 

additional electronics, AGC output can be monitored using a few simple, inexpensive electric components, 

while GLONASS involves the purchase of an additional receiver chip and the MASP method involves the 

purchase of an antenna array. Testability is one of the highest weighted considerations in this trade study 

because actual GPS RFI is illegal, so only methods that can be tested with simulated spoof signals are 

applicable for this project. MASP has the worst rating in this category because there is no way of determining 

the direction of incoming signals with an antenna array without actually sending a spoofed signal into space. 

Also, since most GPS receivers in the civil market don’t have the capability of monitoring the L2 signal, and 

since the L2 signal is encrypted in a way that cannot be mimicked, there’s no way to test this method of spoof 

detection without sending an actual spoofed signal.  

 After conducting this trade study a baseline design decision was made regarding the method for spoof 

detection. The simplest method with the broadest impact is to monitor the AGC output of a receiver. This 

method removes the thermal noise of the incoming signal and amplifies it to a constant power input. It is a 

clear indicator of a spoofed signal regardless of the method of RFI employed to produce a false signal, and is 

relatively simple to monitor regardless of its lack of availability on GPS receivers (a simple circuit can be 

created to do the same thing external to the chip). Implementing a redundant positioning system with a 

GLONASS receiver, while very effective at detecting RFI, is at its core a way around the problem of RFI, but 

is still vulnerable to RFI targeted for GLONASS specific signals and is therefore not a design solution but 



simply a bypass. In order to increase the practical applications of the spoof-detecting UAV developed for this 

project, multiple types of RFI needs to be checked for using multiple methods of detection. Therefore, the 

baseline design will consist of both AGC monitoring and SCC checks, and will potentially involve a 

GLONASS-capable backup navigation system to double check position solutions. 

 

6.3 Data Transmission 

 The design solution chosen for this project is an antenna modification. As the trade study in Table 3 

shows, this solution has the best overall trade outcome. Implementing a cellular modem was a close second 

but, because the vehicle has several, pre-programmed, Wi-Fi related designs integrated into the vehicle’s 

overall control, an option that retains Wi-Fi dependence is very important. 
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8.0 APPENDIX 

8.1 Mass Budget 

Vehicle Mass (g) 

With Indoor Hull* 420 

Without Indoor Hull 380 

Approx. Payload Max 150 

*Use control algorithm for indoor hull to compensate for added mass 
 

Component Average Mass (g) % of Stock Mass Mass-Difference (g) 
Mass-Diff % of 

Allowed 

GPS 
Receiver/Antenna 

20 4.76% 20 13.33% 

Processing and I/O 12 2.86% 12 8.00% 

1000 mAh Battery 101 24.05% 0 0.00% 

2000 mAh Battery 150 35.71% 49 32.67% 

2600 mAh Battery 175 41.67% 74 49.33% 

3000 mAh Battery 199 47.38% 98 65.33% 

Cell Modem 50 11.90% 50 33.33% 

WiFi Router+Cell 
Modem 

60 14.29% 60 40.00% 

 

8.2 Power Budget 

 

@ Battery voltage, not motor or board voltage 

RX, TX 

5 of 15 min in TX mode 

Already included in Vehicle (hover and traverse) 

Using 4 I/O pins (40 mA per) 

 

Device/Action Voltage (V) 
Average 

Voltage (V) 
Current (mA) 

Average 
Current (mA) 

Power (W) 

Flight (Hoover) 11.1 11.1 5454.00 5454.00 60.5394 

Flight (Traverse) 11.1 11.1 
  

0.0000 

GPS (SF) 3.3 3.3 75.00 75.00 0.2475 

Cell Modem (stdby) 3.5 - 4.5 4 2.00 2.00 0.0080 

Cell Modem (talk 
mode) 

3.5 - 4.5 4 250.00 250.00 1.0000 

RF Modem (SF) 2.8 - 5.5 4.15 80, 730 297.00 1.2326 

Camera 3.7 3.7 0.54 0.54 2.0000 

Microcontroller  
(1 nano) 

5 5 160.00 160.00 0.8000 


