
Analog Hole Article

Introduction

Modalities for enforcing Copr.

Infringement suits

Others
Law and Tech
eg DRM

Most layer atop Copyright law
or DRM or both.

See DMCA

Evolution of Copr

Threat
Technical Response
Litigative Response
Legislative Response

DRM Explained

The Analog Hole

Defined
Explained

Example Technologies Watermarking
VEIL
CGMS-A

Example Laws DTCSA (Proposed)

Need for Empirical
Understanding

Specifically, how it affects
consumer preferences
Perhaps so degraded as to
have no effect on market
whatsoever.
This Paper: Consumer Surveys

Conclusions

Analog hole is easy to exploit
Consumers are willing to
accept degredation.

Riff on alternative Market solutions
Motivation: can AH be used
productively, to help price
discriminate?

Related: Are avowed pirates
willing to pay anything?

Against conventional wisdom:
pirates will pay something
more than zero cents per
song.

Roadmap

2. DRM and Analog Hole

Problem
Advances in digital
technologies
File sharing
Copying of DVDs/CDs/mp3s.

One solution: DRM Defined.

Analog copying

Long history (See VCRs) Also cassettes

The Analog Hole
Defined
Intrinsic problem: DAC

Various techniques

Inside the box
Device buffer directly
en route to output device
(capture card)

Outside the box microphone/VCR

relative ease/little tech
knowledge

Key problem
Degradation Varies with sophistication

Large music companies with
fancy equipment -- little
degradation.
Longer living, less
degradation.
But not generally available to public.

worse with generations

Out of place riff on Digital
copying problem.

digital recorders + mass
duplication + broadband =
trouble.
No degradation

Confusing eg of making a
digital copy from an analog
source.

I think they're talking about
re-digitizing.  Really
distinctive?

Back to analog audio card ripping

"quick and dirty analog hole,
digital copy."
Even more low-tech: play the
music through speakers and
capture at microphone.

Video
Easily extendable to video.
Can "patch" on the card itself,
without cables.

Result: Turn to DRM

Defined.

Three types of tech

Evaluation of license Palladium

Identification of license
compare to DB of
authenticated keys

Associated with content

Examples

MS product ID keys
Sony's SonicStage music
package and Connect music
store

3. Economics of Digital Piracy

IP Industries are important

Patent and Copyright
necessary.
Siwek study: 40% of US GDP
from intellectual industries (?)

Motion Pictures: 5% of GNP

Employ 4M people.
Only positive trade balance
with other countries.

Out of place: $3B lost to
piracy annually (need
transition)

350k downloads per day
$5M/day
Hard goods piracy another
$3.5B/year.

Expensive to make a movie
$96.2 Million
6 of 10 don't recoup.

Result: Much more
aggressive policing of IP.

But losing battle against
digital technology.

Recording Industry

$40B/year globally. $13B in US

Lots of people
Really, really basic sentences
about Copyright!

March of technology

CD replaced by storage devices
PC
mp3 players
cell phones

Threat to CD-reliant
companies

IFPI Report
Non-sequitor about
International problems.

Emerging business model:
pay-per-unit download

Me: First thing I may keep in
this section!

Napster/iTunes 99 cent per song.

Quick jump into conclusion:
Capture more market if you
were willing to sell different
quality versions at different
prices.

Really relevant paragraph (I
deemed it intro-worthy) about
degradation.

Static noise
Loss of stereo
Distortion

Digital Piracy may
never be eliminated

Motivation***: Ascertain
cost-quality relationship of
analog hole repro'd copies

Some: Analog hole is no
threat to industry because of
degradation.
Others: Even degraded,
close-enough substitute.
Problem: All hypothetical.

Discount factor
Important.  Me: Why?
Help RIAA decide how to
price AH material.

4. Price of Digital Music

Intro

What is digital music worth to consumer?
Can consumers perceive a
difference between an
original and analog hole
copy?
What discount for that
difference?
Putative Pirates willing to pay anything?
This is the "mind of the
consumer."
***Only 70 participants.
Larger survey should be
completed.

A. Simple DRM
Circumvention

Test of how hard it is to
exploit Analog hole.

Methodology

Two classes of setups

Analog Hole Copy (AHC)
Headset jack on laptop to
audio-in jack of PC.

Professional consumer copy (PCC)
Play out home studio montior
and into microphone.

How difficult?

AHC

Setup: Few seconds
< 5 minutes to DL software to
each computer.

45-50 seconds per clip.
Audio clips recorded (real time)
Noise-reduction algorithm
(few seconds)

PCC
Describe tech setup.
Few minutes to setup
Few minutes to copy

Conclusion

relatively easy, but slightly
time consuming.
Barrier to copying lots and lots

Didn't exploit some time
saving devices

Double time
Batch feature

Next paragraph says "trivial"
which isn't the same thing!!!

Survey
Four genres
3 sets of 30 second clips

B. Stated Preferences
Surveys (Methodology)

Econometric survey -- what is
an unprotected degraded
copy of a protected digital file
worth?
Play clips
Price given to each, asked
what they would purchase.

Two questions sought

1. Noticeable difference
between originals and
copies?

Easy: Give both, ask which
they preferred.

2. Economic value of the copies?

More difficult
pick based on a given value
Not accurate simply to ask for a number
Model used: stated
preferences model.
Indicate preferences in a
series of questions, then
statistically extrapolate
inferences about relation to
the variable.
Here: Two variables: Cost
and Quality.  Cost is
continuous, but limits options
to two.

Stat Model
People maximize utility.
(economic rule)

Zoomerang Internet survey.

C. Results and Analysis

Question 1: Perceive a
difference?

Only slight preference of
originals to AH copies.
10% more often than AHC
30% more often than PCC

Question 2: What's it worth?

Change in utility wrt quality
divided by change in quality
wrt price

fn24: email doug for more details.

Result: 0.24 cents.

0.99 for original
0.75 for copy
Me: BUt what about those
who perceived no difference?

Conclusion

Music industry should attempt
to capture new market
segments.

Segment market; price
discrimination.

0.75 for less quality fn25: iTunes is lower quality.

0.99 for "premium"
Too much concession about
pirates willing to pay nothing.

D. Willingness of Pirates to
Pay for Digital Music

Follow-up survey
Same model, but subject
were people who "often make
use of pirated music".
Goal -- would a pirate pay anything?

90 users surveyed.

Criteria: Majority of their
music collection was not paid
for.  Not paid for online music
in last 6 months.
All undergrad/grad students
at CU 18-25 years old.

Result

Bimodal distribution
20% not willing to pay
anything.
80% willing to pay from 0.20
to 0.40 per legal download.
But 80% of "these" griped
about DRM's restrictions.

Explained Why

Me: Was this part of the survey?
1. Desire to own legal content.
2. Convenience of finding
good content
3. Quality guarantee

Conclusion

Easy to exploit analog hole.
Consumers willing to
discriminate on price.
Pirates willing to pay
something.

Key problem: Sample size
not large enough.

Next step: similar survey, on
a much larger scale.

Also: demographic-specific surveys.
Age
Wealth
Gender

Video survey too.
Corporate funding needed.

Analog Hole Article.mmap - 4/10/2007 - Paul Ohm


